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    SmolNet

SmolNet is an OTP-friendly, userspace TCP/IP stack for Elixir. It embeds
smoltcp behind a deliberately small
Rustler NIF and exposes TCP and UDP through familiar :gen_tcp, :gen_udp,
and low-level socket-style APIs.
Each SmolNet stack is an independent network namespace. It exchanges complete
IPv4 and IPv6 packets with a link process supplied by the application, rather
than opening host operating-system sockets itself.
Why a userspace network stack?
BEAM applications normally use the host kernel's network stack, which is the
right choice for ordinary clients and servers. An application-owned stack is
useful when packets need to travel over something other than a host network
interface, or when a program needs isolated addresses, routes, sockets, and
failure domains. Examples include encrypted tunnels, network simulations,
packet-level tests, and application-defined transports.
gVisor's Netstack is
a larger example of the same architectural idea: its Go userspace network
stack lets a sandbox handle network protocols without giving the application
direct access to the host network stack. SmolNet applies that idea at a smaller
scale for Elixir. It combines smoltcp's protocol implementation with OTP
supervision, bounded native work, and standard Erlang socket interfaces.
SmolNet is transport-neutral. It does not provide an Ethernet device, TUN/TAP
setup, or a VPN protocol. Your link process decides where emitted raw IP
packets go and feeds packets from that transport back into the stack.
Installation
Add smolnet to your dependencies:
def deps do
  [
    {:smolnet, "~> 0.7"}
  ]
end
Hex packages include precompiled NIFs for glibc-based GNU/Linux on x86-64 and
AArch64, and Apple Silicon macOS 14 or newer. Other targets can build from a
source checkout with Rust 1.91 or newer.
Starting a stack
Configure the addresses owned by the stack and identify the process that will
carry its outbound packets:
local_address = {0xFD00, 0, 0, 0, 0, 0, 0, 1}

{:ok, stack} =
  SmolNet.start_stack(
    egress: {self(), :my_link},
    mtu: 1280,
    addresses: [{local_address, 64}]
  )
The link process receives bounded, ordered batches of complete raw IP packets:
receive do
  {:smol_stack, :my_link, :egress, packets} ->
    send_over_transport(packets)
end
Packets arriving from that transport go back into the stack individually or in
a configured bounded batch:
:ok = SmolNet.ingress(stack, complete_ip_packet)
{:ok, 2} = SmolNet.ingress(stack, [first_ip_packet, second_ip_packet])
This boundary carries IP packets, not Ethernet frames. The link owns transport
backpressure. When it terminates, the stack follows its configured :link_down
policy. SmolNet.stop_stack/1 stops the complete temporary supervision bundle.
A link that should not outlive its stack monitors it. SmolNet.monitor/1
returns an ordinary monitor, and the link receives a standard :DOWN message
when the stack stops, whether through SmolNet.stop_stack/1 or a crash:
monitor = SmolNet.monitor(stack)

receive do
  {:DOWN, ^monitor, :process, _object, _reason} -> exit(:stack_down)
end
For a self-contained stack with no external transport, use
SmolNet.Loopback. It feeds every emitted packet back into the same stack:
{:ok, _link, stack} =
  SmolNet.Loopback.start_link(
    addresses: [{{127, 0, 0, 1}, 8}, {{0, 0, 0, 0, 0, 0, 0, 1}, 128}]
  )
Run the complete loopback TCP example from a source checkout with:
mix run examples/loopback.exs

Choosing an API
SmolNet provides three interfaces over the same stack and socket machinery:
	Interface	Use it when	Guide
	:gen_tcp and :inet	Existing code expects OTP TCP sockets, active mode, or packet framing	Using :gen_tcp
	:gen_udp and :inet	Existing code expects OTP UDP sockets and active or passive delivery	Using :gen_udp
	SmolNet	You want explicit endpoint maps, direct timeouts, or nonblocking readiness	Using the low-level socket API

For TLS, :ssl runs over the same TCP sockets, with SmolNet.Inet.Tcp or
SmolNet.Inet6.Tcp as its transport. See Using :ssl.
Both address families are supported. The OTP adapters use SmolNet.Inet.Tcp
and SmolNet.Inet.Udp for IPv4, and SmolNet.Inet6.Tcp and
SmolNet.Inet6.Udp for IPv6. The low-level API selects :inet or :inet6
when a socket is opened.
Design and limits
Each stack has one Elixir owner process and one private native stack. The owner
serializes access to the native resource; temporary supervised adapter
processes provide :gen_tcp and :gen_udp semantics. A failed stack or adapter
cannot corrupt another stack bundle.
Native calls never wait for network traffic. Work is bounded by a time budget
and deterministic limits on copied bytes, emitted packets, readiness events,
and maintenance. Blocking socket operations wait and retry in the calling
Elixir process. SmolNet.stack_info/1 exposes lifecycle, socket, queue, and
work-budget telemetry.
The API is intentionally smaller than the host socket API. TCP supports raw,
line, and 1/2/4-byte length-prefixed packet modes. UDP preserves datagram
boundaries. Ancillary data, multicast, broadcast, OS file descriptors,
IPv4-mapped IPv6 addresses, and fragmented IPv4 or IPv6 ingress are not
supported.
SmolNet never sends a packet larger than :mtu. A TCP connection does
path MTU discovery from ICMP errors: when a router reports a narrower hop,
it sends smaller segments from then on. Where those errors are filtered,
the path is a black hole and a TCP send across it stalls; set :mtu to
the narrowest MTU on the path, or clamp the MSS on the router at the
narrow link. UDP datagrams must fit the path. See Path MTU.
Troubleshooting
	If ingress fails, supply a complete IPv4 or IPv6 packet within the configured
MTU, or a list within the stack's input_packets and bytes_copied limits.
Do not include Ethernet headers.
	If connections open and small exchanges work, but larger transfers hang
with no error, the path is probably narrower than :mtu and filters the
ICMP errors that would report it. If stack_info's
icmp_too_big_received stays at 0 while a send hangs, set :mtu or
clamp the MSS; see Path MTU.
	If an operation times out, confirm that the link is forwarding outbound
packets and returning peer traffic. SmolNet drives protocol timers, but it
cannot move packets across the external transport.
	If a Hex dependency has no precompiled NIF for the host, use a source
checkout on that target.
	Inspect SmolNet.stack_info/1 before reporting a failure; it includes link,
socket, queue, timer, and native-work diagnostics.

License
SmolNet is released under the
MIT License.


  

    Using :gen_tcp

SmolNet can back Erlang's :gen_tcp and :inet APIs. This is the best
interface for code that already expects OTP socket conventions such as active
mode, packet framing, controlling-process ownership, and OTP-style error atoms.
Select the SmolNet backend
Every socket needs two SmolNet-specific options:
	{:tcp_module, module} selects the callback for its address family.
	{:smolnet_stack, stack} selects the independent stack that owns it.

Use matching callback and family options:
	Family	Callback	Family option
	IPv4	SmolNet.Inet.Tcp	:inet
	IPv6	SmolNet.Inet6.Tcp	:inet6

For example, these are passive binary IPv4 options:
options = [
  {:tcp_module, SmolNet.Inet.Tcp},
  {:smolnet_stack, stack},
  :inet,
  :binary,
  {:active, false},
  {:packet, :raw}
]
The callback option affects only sockets created with that option list. It does
not replace the node-wide inet backend.
A complete loopback example
SmolNet.Loopback is useful for examples and tests because it sends the
stack's packets straight back to the same stack:
{:ok, _link, stack} =
  SmolNet.Loopback.start_link(addresses: [{{127, 0, 0, 1}, 8}])

options = [
  {:tcp_module, SmolNet.Inet.Tcp},
  {:smolnet_stack, stack},
  :inet,
  :binary,
  {:active, false},
  {:ip, {127, 0, 0, 1}}
]

{:ok, listener} = :gen_tcp.listen(8080, options)

server =
  Task.async(fn ->
    {:ok, socket} = :gen_tcp.accept(listener, 5_000)
    {:ok, request} = :gen_tcp.recv(socket, 0, 5_000)
    :ok = :gen_tcp.send(socket, ["echo: ", request])
    :ok = :gen_tcp.close(socket)
  end)

{:ok, client} =
  :gen_tcp.connect({127, 0, 0, 1}, 8080, options, 5_000)

:ok = :gen_tcp.send(client, "hello")
{:ok, "echo: hello"} = :gen_tcp.recv(client, 0, 5_000)

:ok = Task.await(server, 5_000)
:ok = :gen_tcp.close(client)
:ok = :gen_tcp.close(listener)
:ok = SmolNet.stop_stack(stack)
The same example is available as examples/loopback.exs in a source checkout.
Clients
Connect with the normal :gen_tcp API. The target address must match the
selected family:
ipv6_options = [
  {:tcp_module, SmolNet.Inet6.Tcp},
  {:smolnet_stack, stack},
  :inet6,
  :binary,
  {:active, false}
]

peer = {0xFD00, 0, 0, 0, 0, 0, 0, 2}

{:ok, socket} = :gen_tcp.connect(peer, 443, ipv6_options, 5_000)
:ok = :gen_tcp.send(socket, "request")
{:ok, response} = :gen_tcp.recv(socket, 0, 5_000)
:ok = :gen_tcp.shutdown(socket, :write)
:ok = :gen_tcp.close(socket)
The stack must have a route to the peer, and the application's link must carry
the emitted packets to that route. A finite connect or receive timeout is
measured in the calling process; the stack owner and native scheduler never
block waiting for traffic.
Servers
Listening and accepting use the standard calls:
server_options = [{:backlog, 16} | ipv6_options]

{:ok, listener} = :gen_tcp.listen(8080, server_options)
{:ok, socket} = :gen_tcp.accept(listener, 5_000)
{:ok, request} = :gen_tcp.recv(socket, 0, 5_000)
:ok = :gen_tcp.send(socket, request)
The backlog defaults to 5 and may be set from 1 through 128. Internally, a
listener maintains a bounded pool of native listening sockets. Accepted
sockets inherit the listener's mode, active setting, packet framing, buffer
sizes, and send-timeout policy, but have independent adapter state.
Closing a listener aborts a pending accept and releases children still waiting
in its accepted queue. Children already returned by :gen_tcp.accept/2 remain
usable.
Passive and active delivery
With {:active, false}, call :gen_tcp.recv/3. In raw mode, a length of zero
returns one currently available chunk. A positive length accumulates until
that many bytes arrive, the peer closes, or the operation fails:
{:ok, chunk} = :gen_tcp.recv(socket, 0, 5_000)
{:ok, exactly_32_bytes} = :gen_tcp.recv(socket, 32, 5_000)
Active mode supports true, :once, and counts from 1 through 32,767:
:ok = :inet.setopts(socket, active: :once)

receive do
  {:tcp, ^socket, data} -> handle_data(data)
  {:tcp_closed, ^socket} -> handle_close()
  {:tcp_error, ^socket, reason} -> handle_error(reason)
end
Counted mode sends {:tcp_passive, socket} when its count is exhausted. Active
delivery is bounded to 16 native reads or complete logical packets per adapter
mailbox turn, so a busy socket yields to other processes.
Only the controlling process receives active messages. Transfer ownership with
:gen_tcp.controlling_process/2; queued matching messages and future delivery
move to the new owner in order. If the owner exits, the adapter and its
low-level socket close.
Packet framing and buffers
Supported packet modes are :raw, :line, 1, 2, and 4. The integer
modes add or consume an unsigned big-endian length header of that width.
packet_size bounds a logical framed packet and defaults to 65,536 bytes.
Oversized framed input returns :emsgsize and closes the socket because the
stream can no longer be resynchronized.
Raw streams are not message-oriented: packet_size does not cap a raw send or
an exact-length raw receive. Large operations are advanced through bounded
native reads and writes while the adapter retains their progress.
There are two layers of buffer configuration:
	buffer is the adapter's Elixir-side receive buffer.
	recbuf and sndbuf are the native TCP receive and transmit capacities.

buffer defaults to 65,536 bytes, and recbuf and sndbuf to 262,144
bytes (256 KiB), enough for a stream to keep about 20 Mbit/s in flight over a
100 ms round trip. All three accept values up to 1 MiB. Native recbuf and
sndbuf have a 1 KiB minimum and are fixed when the socket is created;
attempts to change them with :inet.setopts/2 return :einval. They do not
tune themselves as Linux's do: size them for the path, larger for a long fast
one, or smaller to fit more sockets under a stack's buffer cap (see
SmolNet.start_stack/1).
Setting recbuf at creation also raises buffer to at least that size unless
a later option explicitly lowers buffer.
send_timeout and send_timeout_close control a blocked adapter send. One
read and one write may be in progress concurrently; a second operation in the
same direction returns :busy.
nodelay is as for :gen_tcp. It defaults to false, which leaves Nagle's
algorithm on: a write shorter than a segment waits while an earlier short one
is unacknowledged, in Minshall's variant, as on Linux. nodelay: true turns
it off, at connect or listen or later with :inet.setopts/2; turning it off
sends a write it was holding at once. A socket accepted from a listener takes
the listener's nodelay as :gen_tcp.accept/2 returns it.
keepalive is as for :gen_tcp, with Linux's default timing: a connection
that has received nothing for 2 hours sends a probe, then one every 75 s
while none is answered, and fails with :etimedout once 9 have gone
unanswered. Anything the peer sends answers them. It defaults to false,
which sends none, so an idle connection whose peer has gone is never
noticed, as on Linux without SO_KEEPALIVE. Set it at connect or listen or
later with :inet.setopts/2; set later, the 2 hours count from the last
packet received. A socket accepted from a listener takes the listener's
keepalive as nodelay. The timing is fixed, with no options for
TCP_KEEPIDLE, TCP_KEEPINTVL or TCP_KEEPCNT.
A connection that has data unacknowledged, a FIN unacknowledged, or data
that its peer's zero window holds back, and hears nothing from its peer for
924.6 s, fails with :etimedout: RFC 5482's user timeout, fixed at how long
Linux takes to give up by default (tcp_retries2). Probing a zero window is
bounded the same way, since a peer that answers the probes keeps the
connection open. A pending :gen_tcp.recv/3 or :gen_tcp.send/2 returns
{:error, :etimedout}, an active socket's owner receives
{:tcp_error, socket, :etimedout} and then {:tcp_closed, socket}, and the
socket closes, as for :econnreset. An idle connection, with nothing
outstanding, is never timed out. There is no TCP_USER_TIMEOUT option.
TLS with :ssl
:ssl runs over SmolNet, with either callback module as its transport. Name
it in :ssl's cb_info option, and pass the stack, and the family and
address options, alongside the TLS options, as for :gen_tcp:
cb_info = {SmolNet.Inet.Tcp, :tcp, :tcp_closed, :tcp_error}
Use SmolNet.Inet6.Tcp and :inet6 for IPv6. Using :ssl covers
clients, servers, upgrading a connected socket, certificate verification,
and how :ssl reports the errors this guide describes.
:ssl uses three calls a plain :gen_tcp user rarely needs, and both modules
provide them:
	port/1, the socket's local port, as :inet.port/1 returns it.
	monitor/1 and cancel_monitor/1, which :inet.monitor/1 and
:inet.cancel_monitor/1 call for a SmolNet socket. :ssl.listen/2 watches
its listener this way. As for an OTP socket-backed :gen_tcp socket, the
monitor's message is {:DOWN, ref, :socket, socket, :closed} when the
socket closes, or {:DOWN, ref, :socket, socket, :nosock} at once if it
was already closed. Any process may monitor a socket, but only the process
that set a monitor can cancel it.

A SmolNet socket closes when it is closed, when its owner exits, when a
fatal error or send_timeout_close ends it, or when its stack stops. A peer's
FIN alone does not close it, since the socket can still send, so a monitor
does not trigger until one of those.
Supported options
The inet option surface is deliberately finite:
	Option	At connect/listen	At runtime
	:smolnet_stack	required	fixed
	:inet / :inet6	supported	fixed
	:binary / :list / :mode	supported	supported
	:active	false, true, :once, or 1..32767	supported
	:packet	:raw, :line, 1, 2, or 4	supported
	:packet_size	0..1048576	supported
	:header	0 only	0 only
	:buffer	1..1048576	supported
	:recbuf / :sndbuf	1024..1048576	fixed
	:nodelay	true or false (default)	supported
	:keepalive	true or false (default)	supported
	:send_timeout / :send_timeout_close	supported	supported
	:ip / :ifaddr / :port	supported	fixed
	:backlog	listen only, 1..128	fixed
	:ipv6_v6only	IPv6 true only	fixed

Invalid values, options used in the wrong lifecycle phase, and unlisted
options return :einval. Selecting the wrong family returns :eafnosupport.
Ancillary data, OS file descriptors, raw socket options, and other packet modes
are not supported.
Network and lifecycle errors use the usual OTP-style atoms, including
:econnrefused, :econnreset, :etimedout, :enetunreach, :eaddrinuse,
:closed, and :enetdown.
If a socket's stack fails, a call pending on the socket returns
{:error, :enetdown}, and an active socket's owner receives
{:tcp_error, socket, :enetdown} and then {:tcp_closed, socket}. A send
that had already queued part of its data returns {:error, {:enetdown, rest}}
with the part it did not queue. A stack fails when it crashes, and when its
link dies under link_down: :stop. Calls pending when SmolNet.stop_stack/1
stops the stack, or when its supervisor shuts it down, fail with :closed.
Under link_down: :mark_down or {:notify, pid} the stack keeps running
without its link, so pending calls keep waiting until they time out or the
stack is stopped.


  

    Using :ssl

:ssl can run its TLS connections over a SmolNet stack. SmolNet.Inet.Tcp
and SmolNet.Inet6.Tcp, the callback modules behind :gen_tcp, also work as
:ssl's transport, for clients and servers. :ssl does the TLS: the
handshake, the encryption, and certificate verification. SmolNet carries the
bytes.
The socket under each TLS connection is an ordinary SmolNet TCP socket, so the
options, limits, and errors in Using :gen_tcp apply to it.
Before you start
:ssl is an OTP application and must be running before it is used. List
:ssl in extra_applications in mix.exs, or start it with
Application.ensure_all_started/1, as the example below does.
A SmolNet stack must be running too, with a link that carries its packets.
The example uses SmolNet.Loopback, as the :gen_tcp guide's loopback
example does, so the client and the server share one stack and need no
network.
A complete loopback example
This example makes a throwaway certificate authority and a server certificate
with :public_key.pkix_test_data/1, then runs a TLS echo over one loopback
stack. It needs nothing beyond OTP:
{:ok, _apps} = Application.ensure_all_started(:ssl)

{:ok, _link, stack} =
  SmolNet.Loopback.start_link(
    addresses: [{{127, 0, 0, 1}, 8}, {{0, 0, 0, 0, 0, 0, 0, 1}, 128}]
  )

# A CA, and a server certificate it signs for this host's name.
key = [key: {:namedCurve, :secp256r1}, digest: :sha256]
chain = %{root: key, intermediates: [], peer: key}

%{server_config: server_config, client_config: client_config} =
  :public_key.pkix_test_data(%{server_chain: chain, client_chain: chain})

transport = [
  :inet,
  {:cb_info, {SmolNet.Inet.Tcp, :tcp, :tcp_closed, :tcp_error}},
  {:smolnet_stack, stack},
  :binary,
  {:active, false}
]

server_tls = [cert: server_config[:cert], key: server_config[:key]]

client_tls = [
  verify: :verify_peer,
  cacerts: client_config[:cacerts],
  server_name_indication: :net_adm.localhost()
]

{:ok, listener} =
  :ssl.listen(8443, [{:ip, {127, 0, 0, 1}} | transport] ++ server_tls)

server =
  Task.async(fn ->
    {:ok, accepted} = :ssl.transport_accept(listener, 5_000)
    {:ok, tls} = :ssl.handshake(accepted, 5_000)
    {:ok, request} = :ssl.recv(tls, 0, 5_000)
    :ok = :ssl.send(tls, ["echo: ", request])
    :ok = :ssl.close(tls)
  end)

{:ok, client} =
  :ssl.connect({127, 0, 0, 1}, 8443, transport ++ client_tls, 5_000)

:ok = :ssl.send(client, "hello")
{:ok, "echo: hello"} = :ssl.recv(client, 0, 5_000)

:ok = Task.await(server, 5_000)
:ok = :ssl.close(client)
:ok = :ssl.close(listener)
:ok = SmolNet.stop_stack(stack)
pkix_test_data/1 names the server certificate after this host, as
:net_adm.localhost/0 returns it, so the client asks for that name. The
client verifies the certificate against the throwaway CA, as a real client
verifies one against a real CA; see
Verifying the server.
The examples in the sections below continue from this one, as if its last
line, which stops the stack, had not run yet. The one exception is in
Verifying the server, which needs a real network.
Transport options
:ssl takes its transport through the cb_info option. Use the callback for
the address family, with the matching family option:
	Family	cb_info	Family option
	IPv4	{SmolNet.Inet.Tcp, :tcp, :tcp_closed, :tcp_error}	:inet
	IPv6	{SmolNet.Inet6.Tcp, :tcp, :tcp_closed, :tcp_error}	:inet6

The three atoms are the tags of the transport's active-mode messages, the same
as :gen_tcp's. :ssl receives those messages itself; the process that owns
a TLS connection receives :ssl's messages instead.
The transport options go in the same list as the TLS options. :ssl keeps the
options it knows, and passes the rest, such as :smolnet_stack, the family,
:ip, and :nodelay, to the transport. An option that neither supports
returns {:error, :einval}. :ssl handles :mode, :active, and :packet
itself, on the decrypted data.
Over IPv6, only the family and the callback change:
transport6 = [
  :inet6,
  {:cb_info, {SmolNet.Inet6.Tcp, :tcp, :tcp_closed, :tcp_error}},
  {:smolnet_stack, stack},
  :binary,
  {:active, false}
]

{:ok, listener6} =
  :ssl.listen(8443, [{:ip, {0, 0, 0, 0, 0, 0, 0, 1}} | transport6] ++ server_tls)

server =
  Task.async(fn ->
    {:ok, accepted} = :ssl.transport_accept(listener6, 5_000)
    {:ok, tls} = :ssl.handshake(accepted, 5_000)
    {:error, :closed} = :ssl.recv(tls, 0, 5_000)
  end)

{:ok, client6} =
  :ssl.connect({0, 0, 0, 0, 0, 0, 0, 1}, 8443, transport6 ++ client_tls, 5_000)

:ok = :ssl.close(client6)
{:error, :closed} = Task.await(server, 5_000)
:ok = :ssl.close(listener6)
Verifying the server
Certificate verification is :ssl's job, not SmolNet's. SmolNet carries the
handshake's bytes and never looks at a certificate, so configure verification
as for :ssl over the host's network. A client of a public server verifies
it against the operating system's trusted CAs. This example needs a stack
whose link reaches that server, rather than the loopback stack above, with
transport naming that stack:
public_tls = [
  verify: :verify_peer,
  cacerts: :public_key.cacerts_get(),
  server_name_indication: ~c"example.com",
  customize_hostname_check: [
    match_fun: :public_key.pkix_verify_hostname_match_fun(:https)
  ]
]

# A placeholder: example.com's address, resolved as your network requires.
server_address = {192, 0, 2, 10}

{:ok, tls} = :ssl.connect(server_address, 443, transport ++ public_tls, 5_000)
	verify: :verify_peer checks the server's certificate chain against
cacerts. It is the default for an :ssl client since OTP 26, which then
refuses to connect without cacerts or cacertfile.
	:public_key.cacerts_get/0 returns the operating system's trusted CAs.
	server_name_indication names the server. :ssl sends the name in the
handshake and checks the certificate against it. Without it, :ssl checks
the certificate against the address, which a certificate rarely names.
	customize_hostname_check with the :https match function accepts
wildcard certificates, such as one for *.example.com, as browsers do.

Connect to an address. SmolNet's transport does not resolve names, so
:ssl.connect/4 with a host name returns {:error, :einval}. Resolve the
name as your network requires, and give it to :ssl as
server_name_indication.
Servers
:ssl.listen/2 opens a SmolNet listener through the transport, with the
transport options, such as :ip and :backlog, that :gen_tcp.listen/2
takes. Port 0 picks a free port, and :ssl.sockname/1 reports it:
{:ok, listener} =
  :ssl.listen(0, [{:ip, {127, 0, 0, 1}}, {:backlog, 16} | transport] ++ server_tls)

{:ok, {{127, 0, 0, 1}, port}} = :ssl.sockname(listener)
A server accepts in two steps. :ssl.transport_accept/2 accepts a TCP
connection, and :ssl.handshake/2 runs the TLS handshake on it. A server
with many clients accepts in one process and hands each accepted socket to a
process of its own, with :ssl.controlling_process/2, to run the handshake,
so that a slow handshake does not hold up the next accept.
Closing the listener with :ssl.close/1 closes the SmolNet listener.
Connections already accepted stay open.
Upgrading a connected socket
A :gen_tcp socket already connected over SmolNet can become a TLS
connection, for a protocol that starts in the clear and then switches, such as
SMTP's STARTTLS. Upgrade the client side with :ssl.connect/3 and the server
side with :ssl.handshake/3, and pass cb_info in their options, as for a
new connection:
cb_info = {SmolNet.Inet.Tcp, :tcp, :tcp_closed, :tcp_error}

tcp_options = [
  {:tcp_module, SmolNet.Inet.Tcp},
  {:smolnet_stack, stack},
  :inet,
  :binary,
  {:active, false}
]

{:ok, tcp_listener} = :gen_tcp.listen(2525, [{:ip, {127, 0, 0, 1}} | tcp_options])

server =
  Task.async(fn ->
    {:ok, socket} = :gen_tcp.accept(tcp_listener, 5_000)
    {:ok, "STARTTLS\r\n"} = :gen_tcp.recv(socket, 10, 5_000)
    :ok = :gen_tcp.send(socket, "GO\r\n")
    {:ok, tls} = :ssl.handshake(socket, [{:cb_info, cb_info} | server_tls], 5_000)
    {:ok, request} = :ssl.recv(tls, 0, 5_000)
    :ok = :ssl.send(tls, ["echo: ", request])
    :ok = :ssl.close(tls)
  end)

{:ok, socket} = :gen_tcp.connect({127, 0, 0, 1}, 2525, tcp_options, 5_000)
:ok = :gen_tcp.send(socket, "STARTTLS\r\n")
{:ok, "GO\r\n"} = :gen_tcp.recv(socket, 4, 5_000)
{:ok, tls} = :ssl.connect(socket, [{:cb_info, cb_info} | client_tls], 5_000)

:ok = :ssl.send(tls, "hello")
{:ok, "echo: hello"} = :ssl.recv(tls, 0, 5_000)

:ok = Task.await(server, 5_000)
:ok = :ssl.close(tls)
:ok = :gen_tcp.close(tcp_listener)
Once upgraded, the socket belongs to :ssl. Use it only through the TLS
connection that :ssl returned.
Active mode, options, and closing
A TLS connection has an active mode of its own, with the same values as
:gen_tcp's: false, true, :once, or a count. Set it with
:ssl.setopts/2. The owner then receives {:ssl, tls, data},
{:ssl_closed, tls}, {:ssl_error, tls, reason}, and, when a count runs
out, {:ssl_passive, tls}.
Socket options that :ssl does not handle itself pass through to SmolNet,
with the meanings and limits that Using :gen_tcp gives them.
They include nodelay, keepalive, buffer, recbuf, sndbuf, and
send_timeout. Set them when connecting or listening, and read them with
:ssl.getopts/2. All but recbuf and sndbuf can also be changed later
with :ssl.setopts/2:
server =
  Task.async(fn ->
    {:ok, accepted} = :ssl.transport_accept(listener, 5_000)
    {:ok, tls} = :ssl.handshake(accepted, 5_000)
    :ok = :ssl.send(tls, "hello")
    :ssl.recv(tls, 0, 5_000)
  end)

{:ok, tls} =
  :ssl.connect({127, 0, 0, 1}, port, transport ++ [nodelay: true] ++ client_tls, 5_000)

:ok = :ssl.setopts(tls, keepalive: true, active: :once)
{:ok, options} = :ssl.getopts(tls, [:nodelay, :keepalive])
[keepalive: true, nodelay: true] = Enum.sort(options)

receive do
  {:ssl, ^tls, "hello"} -> :ok
after
  5_000 -> exit(:timeout)
end

:ok = :ssl.close(tls)
{:error, :closed} = Task.await(server, 5_000)
recbuf and sndbuf are fixed when the socket is created, and
:ssl.setopts/2 refuses them with
{:error, {:options, {:socket_options, [recbuf: 4096], :einval}}}.
:ssl.close/1 sends TLS's close_notify alert and closes the SmolNet socket.
The peer's :ssl.recv/3 then returns {:error, :closed}, as above. A TLS
connection also closes when its owner exits.
Errors and timeouts
Connecting returns the transport's errors, such as {:error, :econnrefused}
when nothing listens on the port, or {:error, :enetunreach} when the stack
has no route. A failed handshake returns :ssl's own
{:error, {:tls_alert, {alert, description}}}. The timeout given to
:ssl.connect/4 applies to the TCP connection, and again to the handshake.
A receive that times out returns {:error, :timeout} and leaves the
connection open.
Once a connection is up, :ssl does not pass on the transport's reason. When
the SmolNet socket underneath fails, :ssl ends the TLS connection as if the
peer had closed it: a pending or later :ssl.recv/3 or :ssl.send/2 returns
{:error, :closed}, and an active connection's owner receives
{:ssl_closed, tls}. That covers:
	A reset from the peer, where :gen_tcp would report :econnreset.
	A peer that vanishes while data is outstanding. After 924.6 s without an
answer, the user timeout fails the socket with :etimedout.
	A peer that vanishes from an idle connection. Nothing notices unless
keepalive is on: then, after 2 hours of silence and 9 unanswered probes
75 s apart, the socket fails with :etimedout. :ssl sends nothing on an
idle connection itself, so a protocol that needs to notice sooner sends
its own pings.
	A stack that fails, or whose link dies under link_down: :stop, where
:gen_tcp would report :enetdown.
	A stack stopped with SmolNet.stop_stack/1, where :gen_tcp would report
:closed.

The :gen_tcp guide describes these timers and failures. To
tell a stack's loss from a peer's, watch the stack with SmolNet.monitor/1.
{:error, :econnrefused} =
  :ssl.connect({127, 0, 0, 1}, 9, transport ++ client_tls, 5_000)

server =
  Task.async(fn ->
    {:ok, accepted} = :ssl.transport_accept(listener, 5_000)
    {:ok, tls} = :ssl.handshake(accepted, 5_000)
    :ok = :ssl.send(tls, "ready")
    :ssl.recv(tls, 0, 5_000)
  end)

{:ok, tls} = :ssl.connect({127, 0, 0, 1}, port, transport ++ client_tls, 5_000)
{:ok, "ready"} = :ssl.recv(tls, 0, 5_000)

# A receive timeout leaves the connection open.
{:error, :timeout} = :ssl.recv(tls, 0, 100)

# Stopping the stack ends both TLS connections.
:ok = SmolNet.stop_stack(stack)
{:error, :closed} = :ssl.recv(tls, 0, 5_000)
{:error, :closed} = Task.await(server, 5_000)
Memory
A SmolNet socket's process hibernates after 5 s without work, which drops
what its last transfer left on its heap. :ssl's own connection processes do
not, by default, so an idle TLS connection keeps its last records alive for
as long as it idles. For many long-lived, mostly idle connections, set
:ssl's hibernate_after option, in milliseconds, at both ends:
server_tls = [{:hibernate_after, 5_000} | server_tls]
client_tls = [{:hibernate_after, 5_000} | client_tls]
Each hibernation costs a garbage collection. Choose a time well above the gaps
within an exchange, so that a busy connection never pays for it.


  

    Using :gen_udp

SmolNet can back Erlang's :gen_udp and :inet APIs. Use this interface for
OTP-style datagram sockets, including passive receives, active messages,
connected UDP, and controlling-process ownership.
Select the SmolNet backend
Every socket needs two SmolNet-specific options:
	{:udp_module, module} selects the callback for its address family.
	{:smolnet_stack, stack} selects the independent stack that owns it.

Use matching callback and family options:
	Family	Callback	Family option
	IPv4	SmolNet.Inet.Udp	:inet
	IPv6	SmolNet.Inet6.Udp	:inet6

For example, these are passive binary IPv6 options:
options = [
  {:udp_module, SmolNet.Inet6.Udp},
  {:smolnet_stack, stack},
  :inet6,
  :binary,
  {:active, false}
]
The callback option affects only sockets created with that option list. It does
not replace the node-wide inet backend.
A complete loopback example
This example opens two IPv4 UDP sockets on one looped stack and sends a
datagram between them:
{:ok, _link, stack} =
  SmolNet.Loopback.start_link(addresses: [{{127, 0, 0, 1}, 8}])

options = [
  {:udp_module, SmolNet.Inet.Udp},
  {:smolnet_stack, stack},
  :inet,
  :binary,
  {:active, false},
  {:ip, {127, 0, 0, 1}}
]

{:ok, receiver} = :gen_udp.open(0, options)
{:ok, {{127, 0, 0, 1}, receiver_port}} = :inet.sockname(receiver)

{:ok, sender} = :gen_udp.open(0, options)
:ok = :gen_udp.send(sender, {127, 0, 0, 1}, receiver_port, "ping")

{:ok, {{127, 0, 0, 1}, _sender_port, "ping"}} =
  :gen_udp.recv(receiver, 0, 5_000)

:ok = :gen_udp.close(sender)
:ok = :gen_udp.close(receiver)
:ok = SmolNet.stop_stack(stack)
Port zero chooses an ephemeral port from the stack's bounded range. UDP and TCP
have separate port namespaces, as do IPv4 and IPv6.
Sending and receiving
Open, send, and receive with the normal :gen_udp API:
{:ok, socket} = :gen_udp.open(0, options)
:ok = :gen_udp.send(socket, peer_address, 53, "query")

{:ok, {source_address, source_port, response}} =
  :gen_udp.recv(socket, 0, 5_000)
Each send accepts one complete datagram or fails without accepting any of it.
The payload limit is the smaller of 16,384 bytes and the configured MTU minus
the IP and UDP headers. An oversized datagram returns :emsgsize.
recv(socket, 0, timeout) returns the complete next datagram, including a
zero-length datagram. A positive receive length truncates a larger datagram and
discards the remainder. The :gen_udp result does not separately report that
truncation, matching the callback contract; use the low-level SmolNet API if
the application needs a truncated flag or the packet's local destination.
Connected UDP
Connecting records a default peer; it does not perform a handshake:
:ok = :gen_udp.connect(socket, peer_address, 53)
:ok = :gen_udp.send(socket, "connected query")
After connection, sends must target that peer and incoming datagrams from other
peers are discarded. :inet.peername/1 returns the configured peer.
Active delivery
Active mode supports true, :once, and counts from 1 through 32,767:
:ok = :inet.setopts(socket, active: :once)

receive do
  {:udp, ^socket, source_address, source_port, packet} ->
    handle_datagram(source_address, source_port, packet)

  {:udp_error, ^socket, reason} ->
    handle_error(reason)
end
Counted mode sends {:udp_passive, socket} when its count is exhausted. Each
adapter mailbox turn delivers at most 16 datagrams before yielding. Switch back
to passive mode with :inet.setopts(socket, active: false) before calling
:gen_udp.recv/3.
Only the controlling process receives active messages. Transfer ownership with
:gen_udp.controlling_process/2; queued matching messages and future delivery
move to the new owner in order. If the owner exits, the adapter and its
low-level socket close.
Buffers and wildcard binds
buffer and its recbuf alias bound the payload returned by passive and active
receives. They default to 65,536 bytes and accept values from 1 byte through
1 MiB. If a received datagram is larger, the delivered payload is truncated
and the remainder is discarded.
A wildcard bind creates one family-specific native backing socket for each
configured local address in that family. Those backing sockets share one
logical OTP socket, receive queue, and controlling process. This preserves the
actual destination address internally and lets the stack choose a source
address for outbound traffic.
Supported options
The UDP option surface is deliberately finite:
	Option	At open	At runtime
	:smolnet_stack	required	fixed
	:inet / :inet6	supported	fixed
	:binary / :list / :mode	supported	supported
	:active	false, true, :once, or 1..32767	supported
	:buffer / :recbuf	1..1048576	supported
	:ip / :ifaddr / :port	supported	fixed
	:ipv6_v6only	IPv6 true only	fixed

Invalid values, options used in the wrong lifecycle phase, and unlisted
options return :einval. Selecting the wrong family returns :eafnosupport.
Packet framing, send timeouts, ancillary data, multicast, broadcast, OS file
descriptors, and raw socket options are not supported.
Network and lifecycle errors use OTP-style atoms such as :enetunreach,
:eaddrinuse, :emsgsize, :closed, and :enetdown. One read and one write
may progress independently; competing operations in the same direction return
:busy.
If a socket's stack fails, a call pending on the socket returns
{:error, :enetdown}, and an active socket's owner receives
{:udp_error, socket, :enetdown}. A stack fails when it crashes, and when its
link dies under link_down: :stop. Calls pending when SmolNet.stop_stack/1
stops the stack, or when its supervisor shuts it down, fail with :closed.
Under link_down: :mark_down or {:notify, pid} the stack keeps running
without its link, so pending calls keep waiting until they time out or the
stack is stopped.


  

    Using the low-level socket API

The SmolNet module exposes a small, :socket-style API directly over an
embedded stack. It uses explicit address maps, timeout arguments, and one-shot
readiness notifications instead of an adapter process. It is similar in shape
to Erlang's :socket API, but it is not a drop-in implementation of that
module.
Choose this interface when the application wants precise control over socket
state and nonblocking retries. Choose the :gen_tcp or :gen_udp adapters
when existing code expects inet options, active messages, packet framing, or
controlling-process transfers.
Create a stack and link
A stack owns its addresses, routes, sockets, protocol timers, and native
resource. Its link carries complete raw IP packets to and from an
application-defined transport:
local = {0xFD00, 0, 0, 0, 0, 0, 0, 1}
gateway = {0xFD00, 0, 0, 0, 0, 0, 0, 0xFF}

{:ok, stack} =
  SmolNet.start_stack(
    egress: {self(), :tunnel},
    mtu: 1280,
    addresses: [{local, 64}],
    routes: [{{0, 0, 0, 0, 0, 0, 0, 0}, 0, gateway}],
    link_down: :stop
  )
The egress recipient receives non-empty, bounded batches in packet order:
{:smol_stack, :tunnel, :egress, [complete_ip_packet, ...]}
Feed one complete IPv4 or IPv6 packet back, or atomically admit a configured
bounded batch, with:
:ok = SmolNet.ingress(stack, complete_ip_packet)
{:ok, 2} = SmolNet.ingress(stack, [first_ip_packet, second_ip_packet])
Ingress accepts raw IP packets, not Ethernet frames. IPv4 input is validated
for header length, total length, checksum, MTU, and fragmentation before it
mutates the stack. Fragmented IPv4 input is rejected; reassembly belongs
outside this API. Batch size is controlled by the stack's input_packets
limit, which defaults to one and may be raised to 32. The sum of batch payload
bytes must also fit bytes_copied; over-limit batches are rejected atomically.
Each stack has one serialized link feeder. The link is responsible for
transport-level buffering and backpressure. If a bounded native continuation
still owns the ingress slot, a feeder can receive {:error, :busy} and should
retry after yielding. The :link_down policy may be :stop, :mark_down, or
{:notify, pid}. Under :stop, the default, a stack whose link exits stops
too, and :gen_tcp and :gen_udp calls pending on its sockets fail with
:enetdown. Under :mark_down the stack keeps running without a link: it
rejects ingress with {:error, :link_down} and drops egress, and its sockets
stay open until they are closed or the stack is stopped. {:notify, pid} does
the same and also sends pid {:smol_stack, link_ref, :link_down, reason}.
A link cannot refuse an egress batch once it arrives. A link with a bounded
queue should start its stack with egress credit and grant it back as it
forwards packets:
{:ok, stack} = SmolNet.start_stack(egress: {self(), :tunnel}, egress_credit: {128, 256 * 1024})

# after forwarding a batch
:ok = SmolNet.grant_egress(stack, length(packets), IO.iodata_length(packets))
The stack then sends only what the credit covers, in both packets and bytes,
and holds the rest in its sockets: TCP data stays in the send buffer and UDP
datagrams in the transmit ring, so senders see ordinary backpressure and
nothing the link accepted has to be dropped.
The stack monitors its link, and the link can monitor the stack in return.
SmolNet.monitor/1 returns an ordinary monitor reference, and the link receives
{:DOWN, monitor, :process, _object, _reason} when the stack stops, whether
through SmolNet.stop_stack/1 or a crash. Match on the reference; the object
and reason are internal. A link that owns its transport can exit on that
message and let its supervisor rebuild both.
For examples and tests, SmolNet.Loopback supplies a link that feeds every
emitted packet back into the same stack:
{:ok, _link, stack} =
  SmolNet.Loopback.start_link(addresses: [{{127, 0, 0, 1}, 8}])
Endpoint maps
IPv4 and IPv6 are explicit:
ipv4 = %{family: :inet, addr: {192, 0, 2, 2}, port: 443}

ipv6 = %{
  family: :inet6,
  addr: {0xFD00, 0, 0, 0, 0, 0, 0, 2},
  port: 443
}
IPv6 maps may also contain flowinfo: 0 and scope_id: 0. A link-local
fe80::/10 endpoint requires a positive scope_id; a global address uses
scope zero. IPv4-mapped IPv6 addresses are intentionally unsupported.
A socket's family is fixed by SmolNet.open/4. Passing an endpoint from the
other family returns an error rather than converting it.
TCP clients
Open, optionally bind, and connect a stream socket:
remote = {0xFD00, 0, 0, 0, 0, 0, 0, 2}

{:ok, socket} =
  SmolNet.open(:inet6, :stream, :tcp,
    stack: stack,
    rcvbuf: 192 * 1024,
    sndbuf: 192 * 1024
  )

:ok =
  SmolNet.bind(socket, %{
    family: :inet6,
    addr: local,
    port: 0
  })

peer = %{family: :inet6, addr: remote, port: 443}

:ok = SmolNet.connect(socket, peer, 5_000)
:ok = SmolNet.send(socket, ["hello", " world"], 5_000)
{:ok, response} = SmolNet.recv(socket, 128, 5_000)

{:ok, local_endpoint} = SmolNet.sockname(socket)
{:ok, %{family: :inet6, addr: ^remote, port: 443}} =
  SmolNet.peername(socket)

:ok = SmolNet.shutdown(socket, :write)
:ok = SmolNet.close(socket)
TCP receive and transmit buffers default to 256 KiB. rcvbuf and sndbuf
accept sizes from 1 KiB through 1 MiB and cannot be resized after opening.
Nagle's algorithm is on by default. Turn it off, as TCP_NODELAY does, with
{:tcp, :nodelay}, before connecting or at any time after; turning it off
sends a segment it was holding at once:
:ok = SmolNet.setopt(socket, {:tcp, :nodelay}, true)
{:ok, true} = SmolNet.getopt(socket, {:tcp, :nodelay})
Keep-alive is off by default. {:socket, :keepalive} turns it on, as
SO_KEEPALIVE does, with Linux's default timing, which is fixed: a probe
after 2 hours in which nothing arrives, then one every 75 s, and
{:error, :connection_timeout} once 9 have gone unanswered. Set later, the
2 hours count from the last packet received:
:ok = SmolNet.setopt(socket, {:socket, :keepalive}, true)
{:ok, true} = SmolNet.getopt(socket, {:socket, :keepalive})
A connection with data or a FIN unacknowledged, or data a zero window holds
back, that hears nothing from its peer for 924.6 s fails with
:connection_timeout too: the user timeout of RFC 5482, fixed at how long
Linux gives up after by default. A pending recv or send returns it at
once, and so does every later call but close. An idle connection, with
nothing outstanding, never times out without keep-alive.
recv(socket, 0, timeout) returns one bounded currently available chunk. A
positive synchronous length accumulates bounded reads until it has exactly
that many bytes, the operation fails, or the peer reaches EOF. EOF returns
buffered data first; the next receive returns {:error, :closed}. If a timeout
or error follows partial progress, receive returns the accumulated bytes with
the reason; send similarly returns its unsent remainder.
TCP listeners
A bound stream socket becomes a listener with a backlog from 1 through 128:
{:ok, listener} = SmolNet.open(:inet6, :stream, :tcp, stack: stack)

:ok =
  SmolNet.bind(listener, %{
    family: :inet6,
    addr: local,
    port: 8080
  })

:ok = SmolNet.listen(listener, 16)

{:ok, child} = SmolNet.accept(listener, 5_000)
{:ok, request} = SmolNet.recv(child, 0, 5_000)
:ok = SmolNet.send(child, request, 5_000)
Each accepted child has a new public identity and becomes independent of its
listener. It takes the listener's {:tcp, :nodelay} and
{:socket, :keepalive} settings as accept returns it. A listener maintains up to four native listening sockets and an
accepted queue no larger than its requested backlog. Closing the listener
aborts a pending accept and releases queued children; children already returned
to callers remain usable.
Wildcard listeners remain restricted to the family chosen at open, even on a
dual-family stack.
UDP sockets
Open datagram sockets with :dgram and :udp:
local_endpoint = %{family: :inet6, addr: local, port: 0}
peer_endpoint = %{family: :inet6, addr: remote, port: 53}

{:ok, socket} = SmolNet.open(:inet6, :dgram, :udp, stack: stack)
:ok = SmolNet.bind(socket, local_endpoint)
:ok = SmolNet.sendto(socket, <<0, 1, "query">>, peer_endpoint, 5_000)

{:ok, datagram} = SmolNet.recvfrom(socket, 0, 5_000)

%{
  source: source,
  destination: destination,
  data: payload,
  truncated: false
} = datagram
A zero receive length returns one complete datagram, including a zero-length
datagram. A positive length returns at most that many bytes, discards the rest
of the same datagram, and sets truncated: true. Both the source endpoint and
the packet's actual local destination are retained.
Each native UDP socket has rings for 16 packet descriptors and 16 KiB of
payload. A datagram payload may not exceed the smaller of 16,384 bytes and the
stack MTU minus 28 bytes for IPv4 or 48 bytes for IPv6. A send is accepted in
full or not at all.
SmolNet.connect/2 records a default UDP peer. Later sends are restricted to
that peer, and datagrams from other peers are discarded. TCP and UDP have
independent port namespaces, and IPv4 and IPv6 are also isolated, so all four
combinations can bind the same numeric port on one stack.
Nonblocking operations
Pass :nowait to connect, accept, send, receive, or datagram operations. When
the operation would block, it returns a one-shot select value:
{:select, {:select_info, _operation, reference} = select_info} =
  SmolNet.recv(socket, 0, :nowait)

socket_identity = {socket.id, socket.generation}

receive do
  {:"$smol_socket", ^socket_identity, :select, ^reference} ->
    SmolNet.recv(socket, 0, :nowait)

  {:"$smol_socket", ^socket_identity, :abort, ^reference, reason} ->
    {:error, reason}
end
The message is only a retry hint; readiness can change before the retry. The
select is one-shot, so each blocked retry returns a new select value. Closing
the socket or stack can send the corresponding :abort message instead. Its
reason is :closed when the socket closes, or when SmolNet.stop_stack/1
or a supervisor's shutdown stops the stack. A stack that stops on its own
aborts its waiters with :link_down when its link died under
link_down: :stop, and with :stack_down when it failed. Blocking calls
return {:error, :closed} whenever their stack stops.
Stream operations retain partial progress in the caller:
{:select, {send_info, unsent}} =
  SmolNet.send(socket, large_binary, :nowait)

{:select, {recv_info, partial}} =
  SmolNet.recv(socket, exact_length, :nowait)
After the matching notification, retry only unsent, or request the remaining
receive length while retaining partial in the caller. UDP never returns
partial send progress; retry the original complete datagram.
Cancel a waiter with its exact select value:
case SmolNet.cancel(socket, select_info) do
  :ok -> :cancelled
  :already_sent -> :notification_won_the_race
  :not_found -> :no_matching_waiter
  {:error, reason} -> {:socket_unavailable, reason}
end
One read-direction and one write-direction waiter can coexist. A competing
operation in the same direction returns :busy.
Resource and error contracts
%SmolNet.Socket{} values are lightweight identities, not processes. Socket
IDs and generations are never reused. Closing a socket invalidates its public
handle immediately; a TCP closing record can remain temporarily to drive FIN
and retransmission.
A stack has bounded socket, packet, waiter, readiness, and maintenance state.
The sockets limit caps the native backing sockets per stack, including
listener pools, wildcard UDP expansion, and TCP sockets still in TIME-WAIT. It
defaults to 64 and may be raised to 512 with
SmolNet.start_stack(limits: %{sockets: n}); each slot holds its socket's
buffers until it is freed, and a stack's socket buffers total at most
128 MiB. An open beyond either limit returns {:error, :system_limit}. SmolNet.stack_info/1 reports live usage, buffer
capacities, queue metrics, and work-budget measurements.
Public calls return :ok, {:ok, value}, {:select, continuation}, or
{:error, reason}. Stable errors distinguish validation, lifecycle, and
network failures. Common examples include :invalid_options,
:invalid_address, :message_too_large, :network_unreachable,
:connection_refused, :connection_reset, :connection_timeout, :busy,
:closed, and :invalid_socket. Treat each select notification only as
permission to retry.


  

    Path MTU

A stack's :mtu is the largest IP packet it sends or accepts. The path to
a peer can be narrower, with a tunnel, a PPPoE link or a VPN in the way.
This guide says what SmolNet does then, and how to configure a link so
that the difference never matters.
What SmolNet does
	Every TCP SYN it sends advertises an MSS of :mtu less 40 bytes for
IPv4, or less 60 for IPv6. A connection's segments start as the smaller
of that and the peer's MSS.
	Every IPv4 packet it sends has Don't Fragment set. It fragments nothing,
in either family.
	It does path MTU discovery for TCP from ICMP errors (RFC 1191, RFC
8201); see below.
	It does not detect a black hole: when a router's ICMP errors are
dropped on the way back, nothing tells SmolNet that its segments are
too big. RFC 4821 and RFC 8899 are unimplemented.
	It does not reassemble fragments. The ingress check refuses an IPv4
fragment as :invalid_packet, and an IPv6 fragment is dropped; see
#129.
	:mtu may be from 1280 to 65,575, so no :mtu fits an IPv4 path
narrower than 1280.

Path MTU discovery
A router that cannot forward a TCP segment because it is too big for the
next hop drops it, and sends back ICMP "Fragmentation Needed" or ICMPv6
"Packet Too Big" with that hop's MTU. When one reaches SmolNet:
	The connection that sent the segment lowers its segment size to fit
the reported MTU, and at once sends everything unacknowledged again, in
segments of the new size. It does not wait for a retransmission timeout,
and its congestion window is not cut: the drop was not congestion.
	The size only ever falls. It never goes below 536 bytes for IPv4, a
path MTU of 576, or 1220 for IPv6, the IPv6 minimum of 1280. SmolNet
sets Don't Fragment on every packet, so an IPv4 path narrower than 576
stays a black hole; clamp the MSS for one of those.
	An error from a router that predates RFC 1191, without an MTU in it,
counts as the next plateau of RFC 1191 below the packet it refused:
1492 for a 1500-byte packet, then 1006.
	The error must quote a segment of that connection that is still
unacknowledged, as RFC 5927 recommends. One forged without seeing the
connection, which would have to guess its sequence numbers, is ignored,
as is one whose MTU is not below the packet it quotes.
	What a connection learns is its own. SmolNet keeps no cache of path
MTUs by destination, so each new connection starts at the full size
again, loses its first full-size segments to the same hop, and learns
the MTU from the error, one round trip to the router later. The MSS in
its SYN comes from :mtu alone.
	UDP is not covered: a datagram too big for the path is lost, and the
error changes nothing; see
#129.

SmolNet.stack_info/1 counts these errors, in the native snapshot's
counters:
	icmp_too_big_received: the "Fragmentation Needed" and "Packet Too
Big" errors about a TCP segment the stack received.
	icmp_too_big_rejected: those it ignored as invalid, because they were
malformed, quoted a packet it did not send or a connection it does not
have, or quoted data not in flight.
	path_mtu_reductions: the times a connection's segment size fell.

What happens on a narrower path
integration/pmtu.exs measures it. SmolNet and a Linux peer are at 1500,
with a hop between them at 1280, 1000 or 576 for IPv4, and at 1280 for
IPv6:
	traffic	the hop's router sends ICMP errors	it drops them	the router clamps the MSS
	TCP, SmolNet sending	adapts	stalls	adapts
	TCP, the peer sending	adapts	stalls	adapts
	TCP, the peer sending without Don't Fragment (IPv4)	stalls	stalls	adapts
	UDP datagrams larger than the path, either way	lost	lost	lost

A peer that sends without Don't Fragment gets no ICMP error at all: the
router fragments its packets instead, and SmolNet discards the fragments.
Where the errors are dropped, TCP stalls in the sender's direction, and
the stall is silent:
	The connection is established, and a send returns :ok.
	The peer receives nothing.
	SmolNet keeps resending the first segment, backing off each time, and
never returns an error.

Anything that fits in one packet still works, such as a handshake, a short
request or a small reply. So the fault shows only once something large is
sent: a TLS handshake with a long certificate chain, an upload, or a big
query.
Either end adapts only because it acts on the router's ICMP error.
Filter that error anywhere on the path, and the sender stalls, whichever
end it is. Linux's net.ipv4.tcp_mtu_probing=1 would let a kernel peer
recover even then, but it is off by default, and SmolNet has no
equivalent.
Configuring a link
With the path's ICMP errors reaching SmolNet, TCP needs no configuration.
What follows is for paths that filter them, which are black holes, and
for UDP, which path MTU discovery does not cover.
Set :mtu to the narrowest MTU on the path, when that is 1280 or
more. This is the fix to reach for first:
	SmolNet then advertises an MSS that fits, and never sends a larger
packet, so TCP works in both directions with no help from the network,
and no connection loses its first segments finding out.
	For a tunnel, use the tunnel's MTU, not the MTU of the link beneath it.
	Give the device or transport that carries the stack's packets the same
MTU.

# A WireGuard tunnel, whose interface MTU is 1420
SmolNet.start_stack(egress: {self(), :wg}, mtu: 1420, addresses: addresses)
Otherwise, clamp the MSS on the router at the narrow link. This covers
an IPv4 path below 1280, which no :mtu fits, and a stack whose :mtu
you cannot change. With nftables, in the forward chain of the router that
owns the narrow link:
tcp flags & (syn | rst) == syn tcp option maxseg size set rt mtu
or, with iptables, -p tcp --tcp-flags SYN,RST SYN -j TCPMSS --clamp-mss-to-pmtu. Both lower a SYN's MSS to the smaller of the route's
MTU each way, so they cover SmolNet's SYNs and the peer's alike. The
scenario shows that the nftables rule is enough, with or without ICMP.
The clamp only knows its own router's links. It cannot see a narrower hop
further along, so a path that narrows further out, on the internet, still
stalls if that hop's errors are filtered. If you know the path's MTU but
the router's own links are wider,
clamp to a fixed MSS instead: for a path of 1280, set 1240 for IPv4
SYNs (meta nfproto ipv4) and set 1220 for IPv6.
Let ICMP errors through, both ways. Do not filter ICMP type 3 code 4
or ICMPv6 type 2 anywhere you control. SmolNet's own sends depend on
them, as do a kernel peer's.
Keep UDP datagrams within the path. SmolNet's own limit, :mtu less
28 bytes for IPv4 or 48 for IPv6, is not the path's. A larger datagram is
lost, and so is one that arrives in fragments. For DNS, advertise an EDNS
UDP size of 1232 or less, as DNS Flag Day 2020 recommends.
	path MTU	TCP MSS, IPv4	TCP MSS, IPv6	largest UDP payload, IPv4	largest UDP payload, IPv6
	1500, Ethernet	1460	1440	1472	1452
	1492, PPPoE	1452	1432	1464	1444
	1420, WireGuard	1380	1360	1392	1372
	1280, the IPv6 minimum	1240	1220	1252	1232
	576	536	-	548	-

Recognising a black hole
The signs:
	Connections open, and small exchanges succeed.
	Larger transfers hang with no error, in one direction or both. A
connection whose peer then sends it nothing at all fails with
:etimedout after 924.6 s, SmolNet's user timeout, as a Linux
connection does.

In a capture on SmolNet's side of the link, the sign is SmolNet resending
the same full-size segment, backing off each time, with nothing from the
peer and no error from a router. With errors arriving, a capture shows
each first full-size flight answered by "need to frag (mtu N)" or "packet
too big, mtu N", and SmolNet resending at once in smaller segments.
In SmolNet.stack_info/1, a black hole shows as icmp_too_big_received
staying at 0 while sends hang. A rising icmp_too_big_rejected means
errors arrive but do not match what SmolNet sent: a NAT that rewrites the
packets but not the headers the errors quote, or forged errors.
To see how a path of your own behaves, run the scenario in a network
namespace of its own. It needs no sudo where the host allows unprivileged
user namespaces:
integration/pmtu-topology.sh isolate mix run integration/pmtu.exs

See integration/README.md in the source repository.


  

    Changelog

All notable changes to this project will be documented in this file.
The format is based on Keep a Changelog,
and this project adheres to
Semantic Versioning.
0.7.1 - 2026-09-28
Fixed
	The README's installation instructions now depend on {:smolnet, "~> 0.7"}.
They named ~> 0.2, which also allows versions older than 0.7.0.

0.7.0 - 2026-09-28
SmolNet's TCP now behaves much more like Linux's on real networks, with
congestion control, modern loss recovery and path MTU discovery, and :ssl
runs over SmolNet directly. Several TCP defaults change; see Changed,
especially the larger socket buffers, which lower how many TCP sockets a
stack holds by default.
Added
	:ssl over SmolNet: pass SmolNet.Inet.Tcp or SmolNet.Inet6.Tcp as the
cb_info transport, as a client or a server, including :ssl.listen/2.
Connect to an address and pass the host name as server_name_indication;
:ssl.connect/4 with a host name is not supported yet. SmolNet sockets
also work with :inet.monitor/1. See the new :ssl guide, ssl.md.
	:gen_tcp's nodelay option, to turn off Nagle's algorithm, and
SmolNet.setopt(socket, {:tcp, :nodelay}, true) in the low-level API.
Before, SmolNet rejected it with :einval.
	:gen_tcp's keepalive option, with Linux's default timing: a probe after
2 hours with nothing received, then one every 75 s, and :etimedout after
9 go unanswered. The low-level API has {:socket, :keepalive}. Before,
SmolNet rejected it with :einval.
	A path MTU guide, path_mtu.md, on configuring :mtu and MSS clamping for
paths with a narrower hop.

Changed
	TCP buffers now default to 256 KiB each, up from 64 KiB, so one stream
over a 100 ms round trip can reach about 20 Mbit/s instead of 5. The
128 MiB per-stack buffer cap now fits 256 TCP sockets at these defaults;
beyond that, opens fail with {:error, :system_limit} unless sockets ask
for smaller buffers. :gen_tcp's buffer stays at 64 KiB.
	TCP now uses CUBIC congestion control with a ten-segment initial window,
as Linux does, instead of none. Through a 20 Mbit/s bottleneck a sender
went from about 1.5 Mbit/s to about 18.
	The minimum TCP retransmission timeout is now 200 ms, as on Linux, instead
of 1 s. This departs from RFC 6298's suggested 1 s.
	TCP loss recovery now matches Linux's: SACK-based recovery of several
segments per round trip (RFC 6675), tail loss probes and RACK loss
detection (RFC 8985), limited transmit (RFC 3042), and window growth by
the bytes each ACK acknowledges. Under bursty loss, and when uploading to
internet servers, transfers are several times faster.

Fixed
	A TCP connection whose peer vanishes with data outstanding now fails with
:etimedout after 924.6 s, Linux's default, instead of retransmitting
forever (RFC 5482's user timeout). Idle connections are never timed out.
The low-level API reports :connection_timeout.
	A TCP send across a hop narrower than :mtu no longer stalls forever. A
connection now does path MTU discovery (RFC 1191, RFC 8201): a validated
ICMP "Fragmentation Needed" or "Packet Too Big" lowers its segment size,
and it resends at the new size. Paths that filter these errors still need
:mtu or MSS clamping; see path_mtu.md. stack_info reports new
icmp_too_big_* and path_mtu_reductions counters.
	A TCP write longer than one segment no longer waits a round trip for its
last partial segment, which slowed some TLS 1.3 handshakes. Nagle's
algorithm now holds a partial segment only while another is
unacknowledged, as on Linux.
	A lost segment to a Linux peer is now fast-retransmitted instead of
waiting for the retransmission timer.
	:gen_tcp and :gen_udp calls pending when a stack fails, or when its link
dies under link_down: :stop, now return {:error, :enetdown}, and an
active socket's owner gets tcp_error or udp_error with :enetdown.
Before, they could get :closed, as after SmolNet.stop_stack/1, which
still gives :closed. A partly sent write returns
{:error, {:enetdown, rest}}.
	Idle sockets no longer hold on to the memory of their last transfer.
Socket processes, and SmolNet.Loopback, now hibernate after 5 s idle.

Internal
	A real-network integration harness under integration/, not part of the
Hex package, with smoke, TLS, path MTU, idle-connection, chaos, crawl and
netem-matrix scenarios. They run on every pull request and on nightly and
weekly schedules; see integration/README.md.

0.6.1 - 2026-09-27
Fixed
	A TCP stream could stop for good after losing a single segment. This
happened when the link ran out of egress credit just as the stack tried
to resend the lost segment, and all the data the window allowed was
already in flight. The resend is now retried once credit is granted.
	A stack with no egress credit and closing TCP sockets could poll itself
without end, about a million times a second, and never finish its native
call. It kept any SmolNet.ingress/2 call waiting for that time, so a
link that feeds ingress and grants credit from one process never sent the
grant that would have ended it, and every stream on the stack stopped. The
stack now waits for the grant instead.

0.6.0 - 2026-09-26
Changed
	IPv4 header checksums are checked about seven times faster. This cuts
the work a stack does per IPv4 packet by about 40% and makes bulk TCP
over IPv4 about 10% faster on a loopback link. Packets with a bad
checksum are still rejected with {:error, :invalid_packet}.
	Received TCP data is copied once instead of two or three times. A
64 KiB :gen_tcp.recv/2 of queued data is about three times faster, and
bulk transfers that read large chunks are up to about 20% faster.
	SmolNet.ingress/2 no longer copies every packet in a batch. Only the
packets left over when a call runs out of work budget are copied. This
saves about 40 ns per 1,280-byte packet, about a third of the cost of a
batch of 32.
	Received UDP datagrams are copied in one block instead of byte by byte.
Receiving an 8 KiB datagram is about three times faster, and a
1,200-byte datagram about 30% faster.
	Outgoing packets are no longer zero-filled in full; only their first 64
bytes are cleared. Sending a 9,000-byte UDP datagram takes about 4% less
time.
	A send that uses the whole bytes_copied limit, such as a 64 KiB
:gen_tcp.send/2, now sends its first segments straight away instead
of waiting for the stack's next poll. On an idle connection at MTU
9,000, the first segment leaves about 10% sooner.
	bytes_copied now limits what a native call copies in and what it
sends out separately, instead of sharing one budget between them.
max_bytes_copied in SmolNet.stack_info/1 reports the larger of the
two.
	A stack keeps its poll timer when the deadline doesn't change, instead
of cancelling and restarting it. Those calls are about 20% faster, and a
bulk transfer starts about a quarter fewer timers.

Fixed
	In active mode, a :gen_tcp socket could fail to deliver the last bytes
it received, leaving its owner waiting forever for the end of a
transfer. This happened when those bytes were read at the end of a batch
of reads and no more data followed, including when
:gen_tcp.controlling_process/2 had just moved the socket to a new
owner.

0.5.0 - 2026-09-25
Added
	A link can now bound the egress a stack hands it. Start the stack with
egress_credit: {packets, bytes} and grant more with
SmolNet.grant_egress/3 as the link forwards packets. The stack never
sends a batch the credit does not cover. What it cannot send waits in the
sockets instead: TCP data in the send buffer and UDP datagrams in the
transmit ring, so senders slow down as they would for a slow peer, and a
link with a bounded queue no longer has to drop TCP data and wait out
retransmissions. A stack waiting for credit does no work until the next
grant. Stacks started without the option behave as before, and
SmolNet.Loopback grants back what it forwards when given one.
	A stack can now hold more than 64 sockets. Start it with
limits: %{sockets: n}, up to 512, to raise the limit; the default stays	The limit counts the same native sockets as before: one per socket,
listener pool member, and wildcard-UDP address, including TCP sockets still
in TIME-WAIT. A stack whose sockets close first sustains about n / 10 new
connections per second. Each slot keeps its socket's buffers until it is
freed, 128 KiB for a TCP socket at the default buffer sizes, so 512 TCP
sockets can hold about 64 MiB. Whatever the limit, a stack's socket
buffers total at most 128 MiB, as much as 64 sockets with the largest TCP
buffers held before; an open past that returns {:error, :system_limit}.
SmolNet.stack_info/1 reports the total as socket_buffer_bytes.



Changed
	The ready_events limit no longer caps how many sockets and blocked
operations a stack holds. It used to admit fewer sockets than its value and
at most that many waiting operations, so lowering it could make opens, and
:nowait sends, receives, accepts and connects, fail with :system_limit.
It now bounds only how many readiness events one native call delivers, and
sockets governs capacity.

Fixed
	A stack under sustained readiness load could leave a blocked operation on a
socket opened later than most others waiting indefinitely. When more
sockets became ready in one call than the stack could queue, each overflow
restarted the scan for ready sockets from the beginning, so a scan that
overflowed on every call never reached the later sockets. A raised
sockets limit made this easier to hit.

0.4.2 - 2026-09-25
Fixed
	A TCP stream that loses several segments from one window now resends just
the lost segments, one round trip apart, instead of stalling for smoltcp's
1 s minimum retransmission timeout and then resending everything after the
first gap. Over loopback, a 4 MiB transfer through a link that drops bursts
of segments fell from 10–25 s to about 0.2 s. A loss at the very end of a
transfer can still wait for the 1 s timeout.
	A TCP socket that closes first now frees its socket slot as soon as
TIME-WAIT ends, about 10 s after the connection closes. It used to hold the
slot until the 30 s close deadline, so a stack whose sockets closed first
could sustain only about 2 new connections per second before opens failed
with :system_limit.

0.4.1 - 2026-09-25
Changed
	The advertised TCP receive window now follows the socket's receive buffer
(rcvbuf/recbuf) instead of being held to a single segment, so throughput
over links with real latency is no longer capped at about one segment per
round trip. Over a 50 ms round trip, a default 64 KiB buffer now reaches
about 1 MB/s instead of about 47 KB/s. An embedder that relied on the
smaller window can lower recbuf to get it back.

0.4.0 - 2026-09-24
Added
	SmolNet.monitor/1 returns an ordinary monitor on a stack, so a link
receives a standard :DOWN message when its stack stops through
SmolNet.stop_stack/1 or a crash, and can exit instead of running its
transport in front of a stack that is gone.

0.3.0 - 2026-09-24
Added
	SmolNet.ingress/2 accepts bounded packet lists, allowing burst-oriented
links to cross the BEAM/native boundary and drive the stack once per batch.

0.2.1 - 2026-09-19
Fixed
	Documentation guide links now resolve in ExDoc's Markdown output and the
published package by keeping the guides at the package root.

0.2.0 - 2026-09-19
Fixed
	The two affected test suites now distinguish liveness waits from timing
assertions. Shared CI runners give operations that must eventually complete
extra headroom without relaxing tests whose timeout is the behaviour under
test.

	Fixed keep-alive probes and other challenge ACKs never being sent. The stack
passed the raw BEAM monotonic clock, which is negative, to smoltcp as its
instant; smoltcp's challenge-ACK rate limiter compares the instant against a
timer that starts at zero, so the gate never opened and a peer's TCP keep-alive
probe went unanswered — iOS, for one, resets an idle connection after three.
The clock now counts milliseconds since the VM started.

	Raw-mode :gen_tcp streams are no longer bounded by packet_size and the
receive buffer. A passive recv/3 that names its length now accumulates to that
length however large, and send/2 of any size is accepted and written in the
bounded pieces the adapter already used. Both previously returned :emsgsize
and closed the socket, which :gen_tcp never does for a raw stream. Chunk
reads (recv(socket, 0)), active delivery, and framed packet modes keep their
bound.

	Fixed a :gen_tcp receive that could fail with :busy against its own socket.
When a passive exact-length read got part of its data together with a select
for the rest, the adapter immediately asked the stack for the remainder, which
the stack rejected because that read's waiter was already armed. The caller's
read failed :busy, and the stray waiter made every later read fail the same
way until data happened to arrive. The adapter now waits for the select it
already holds.

	Fixed a bug where a call to SmolNet.ingress/2 could hang. If the stack was
still busy with earlier work when a packet arrived, it held the packet and
planned to process it after its next poll. A socket call made at the same
time could cancel that poll. The stack then never processed the held packet,
and the link process that sent it waited forever, or until an unrelated
timer happened to fire. The stack now processes the held packet even when
the poll it was waiting for has been cancelled.


Added
	Raw-IP links now receive bounded egress batches. Each native output envelope
is delivered as one {:smol_stack, link_ref, :egress, packets} message,
allowing links to amortize mailbox handling and transport writes while
preserving packet order.

	SmolNet.Loopback, a link process that feeds every packet its stack emits
back into that same stack. One stack then reaches its own addresses with no
peer, no external transport, and no privileges, which makes a runnable
example or test out of what previously needed two stacks and a relay. The
link takes the SmolNet.start_stack/1 options apart from :egress, which it
supplies, owns the stack it loops, and is stopped by SmolNet.stop_stack/1.
examples/loopback.exs runs a complete gen_tcp request and response over
one stack.


Changed
	SmolNet.Loopback.start_link/1 now returns {:ok, link, stack}, exposing the
newly created stack without a follow-up SmolNet.Loopback.stack/1 call. The
stack is also returned as child information when a loopback link is started
under a supervisor.

	The :gen_tcp and :gen_udp callback modules now follow their OTP address
family names. Use SmolNet.Inet.Tcp and SmolNet.Inet.Udp with :inet, or
SmolNet.Inet6.Tcp and SmolNet.Inet6.Udp with :inet6. These replace the
former SmolNet.InetBackend.Tcp4, SmolNet.InetBackend.Udp4,
SmolNet.InetBackend.Tcp, and SmolNet.InetBackend.Udp names, respectively.

	The README is now a concise introduction to SmolNet's motivation, raw-IP link
boundary, and available interfaces. Detailed :gen_tcp, :gen_udp, and
low-level socket usage now lives in dedicated ExDoc guides, while development
and native-build material has moved to the repository-only maintainer guide.

	TCP receive and send buffers now default to 64 KiB and can be sized
independently with socket-style rcvbuf/sndbuf at low-level open or inet
recbuf/sndbuf when connecting and listening. Sizes from 1 KiB through
1 MiB are supported, accepted sockets inherit listener sizes, and stack
diagnostics report each socket's values.

	The NIF now charges enif_consume_timeslice incrementally at work-loop chunk
boundaries instead of once at the end of a call, and stops early when a charge
reports the caller's reduction slice as spent. A stack owner that has already
used most of its slice before re-entering the NIF receives a shorter native
slice, so other processes on the scheduler are not starved. The 750 microsecond
work deadline remains a hard ceiling, at least one chunk always runs per call,
and retained work still continues through the existing more protocol.


0.1.2 - 2026-09-17
Fixed
	Corrected release validation for production precompiled NIFs and their
platform system-library dependencies.

0.1.1 - 2026-09-17
Initial release
SmolNet embeds the Rust smoltcp network stack in an OTP-friendly Elixir
library with explicitly bounded native work.
Added
	Independent, supervised IPv4 and IPv6 raw-IP stacks with configurable
addresses, routes, MTUs, link behavior, and runtime telemetry.
	Low-level TCP and UDP sockets plus :gen_tcp and :gen_udp compatible
adapters for clients, listeners, datagrams, active and passive delivery, and
controlling-process ownership.
	Scheduler-aware NIF execution with bounded queues, buffers, readiness,
maintenance, shutdown, and packet-processing work.
	Checksum-pinned precompiled NIFs for Linux x86_64, Linux AArch64, and Apple
Silicon macOS, while repository checkouts continue to build from Rust source.
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An OTP-friendly embedded network stack powered by
smoltcp.
Each stack is an independent, supervised native network namespace. Stacks
exchange complete raw IPv4 or IPv6 packets with a caller-provided link process.
Links
A link carries a stack's packets over an application-defined transport. It
receives outbound batches as {:smol_stack, link_ref, :egress, packets} and
hands inbound packets back with ingress/2. Each side watches the other. The
stack monitors its link and applies its :link_down policy when the link
exits. A link calls monitor/1 to receive an ordinary :DOWN message when
its stack stops, whether through stop_stack/1 or a crash, so it can exit
instead of running a transport in front of a stack that is gone.
A link cannot refuse a batch once the stack has sent it. A link with a
bounded queue can instead start its stack with :egress_credit and grant
more with grant_egress/3 as it forwards packets. The stack then never sends
more than the link has granted, and holds the rest back in its sockets.
TCP endpoints and errors
Low-level TCP endpoints use explicit :socket-style maps:
%{family: :inet, addr: {192, 0, 2, 2}, port: 443}
%{family: :inet6, addr: {0xfd00, 0, 0, 0, 0, 0, 0, 2}, port: 443}
flowinfo may be omitted or set to zero. A link-local fe80::/10 address
requires a positive integer scope_id identifying its raw-IP link zone;
global addresses require scope_id: 0 (the default).
Stable validation and bind errors are :unsupported_family,
:unsupported_socket, :invalid_options, :invalid_address,
:invalid_port, :invalid_backlog, :invalid_data, :invalid_length,
:invalid_timeout, :message_too_large,
:invalid_how, :scope_required, :invalid_scope, :address_in_use,
:address_not_available, and :ephemeral_ports_exhausted. Connection and
stream lifecycle errors are
:network_unreachable, :connection_refused, :connection_reset,
:connection_timeout, :already_connected, :not_bound,
:not_connected, :busy, :closed, :invalid_socket, and
:invalid_socket_state.
An established connection fails with :connection_timeout when its peer
answers nothing for 924.6 s while it has data or a FIN outstanding, or
data a zero window holds back, as Linux gives up by default; or when its
keep-alive probes go unanswered (see setopt/3). A pending recv/3 or
send/3 fails with it at once, and later calls return it too. An idle
connection, with nothing outstanding, never times out without keep-alive.
The timeout is fixed.

      


      
        Summary


  
    Functions
  


    
      
        accept(listener)

      


        Accepts a TCP child, waiting indefinitely by default.



    


    
      
        accept(listener, timeout_or_nowait)

      


        Accepts with a finite, infinite, or nonblocking timeout.



    


    
      
        bind(socket, address)

      


        Binds a TCP or UDP socket to an endpoint of its family.



    


    
      
        cancel(socket, select_info)

      


        Cancels the exact pending nonblocking operation identified by select_info.



    


    
      
        close(socket)

      


        Closes a socket and permanently invalidates its public handle.



    


    
      
        connect(socket, address)

      


        Connects a TCP or UDP socket, waiting indefinitely by default.



    


    
      
        connect(socket, address, timeout_or_nowait)

      


        Connects a TCP or UDP socket with a finite, infinite, or nonblocking timeout.



    


    
      
        getopt(socket, option)

      


        Returns a TCP socket option set with setopt/3.



    


    
      
        grant_egress(stack, packets, bytes)

      


        Grants a stack started with :egress_credit more egress.



    


    
      
        ingress(stack, packet)

      


        Hands raw IPv4 or IPv6 packets from the stack's link feeder to the stack.



    


    
      
        listen(socket, backlog)

      


        Turns a bound TCP socket into a reusable bounded listener.



    


    
      
        monitor(stack)

      


        Monitors a stack from the calling process.



    


    
      
        open(domain, type, protocol, options)

      


        Opens a bounded low-level TCP stream or UDP datagram socket on stack.



    


    
      
        peername(socket)

      


        Returns the peer endpoint for a connected TCP or UDP socket.



    


    
      
        recv(socket, length)

      


        Receives TCP stream data, waiting indefinitely by default.



    


    
      
        recv(socket, length, timeout_or_nowait)

      


        Receives TCP stream data with a finite, infinite, or nonblocking timeout.



    


    
      
        recvfrom(socket, length)

      


        Receives one UDP datagram, waiting indefinitely by default.



    


    
      
        recvfrom(socket, length, timeout_or_nowait)

      


        Receives one UDP datagram with a finite, infinite, or nonblocking timeout.



    


    
      
        send(socket, data)

      


        Sends a complete TCP byte stream, waiting indefinitely by default.



    


    
      
        send(socket, data, timeout_or_nowait)

      


        Sends TCP stream data with a finite, infinite, or nonblocking timeout.



    


    
      
        sendto(socket, data, address)

      


        Sends one complete UDP datagram, waiting indefinitely by default.



    


    
      
        sendto(socket, data, address, timeout_or_nowait)

      


        Sends one complete UDP datagram with a finite, infinite, or nonblocking timeout.



    


    
      
        setopt(socket, option, value)

      


        Sets a socket option on a TCP socket.



    


    
      
        shutdown(socket, how)

      


        Shuts down the read half, write half, or both halves of a TCP socket.



    


    
      
        sockname(socket)

      


        Returns the bound endpoint for a TCP or UDP socket.



    


    
      
        stack_info(stack)

      


        Returns ingress, link, timer, and native stack metrics.



    


    
      
        start_stack(options \\ [])

      


        Starts a raw-IP network stack.



    


    
      
        stop_stack(stack)

      


        Stops a stack and its complete runtime bundle.



    





      


      
        Functions


        


  
    
      
    
    
      accept(listener)



        
          
        

    

  


  

      

          @spec accept(SmolNet.Socket.t()) :: {:ok, SmolNet.Socket.t()} | {:error, atom()}


      


Accepts a TCP child, waiting indefinitely by default.

  



  
    
      
    
    
      accept(listener, timeout_or_nowait)



        
          
        

    

  


  

      

          @spec accept(SmolNet.Socket.t(), :nowait | timeout()) ::
  {:ok, SmolNet.Socket.t()}
  | {:select, :socket.select_info()}
  | {:error, atom()}


      


Accepts with a finite, infinite, or nonblocking timeout.
:nowait returns a read-direction {:select, select_info} retry hint. Each
accepted child has a fresh stable identity and is independent of the
listener after it is returned.

  



  
    
      
    
    
      bind(socket, address)



        
          
        

    

  


  

      

          @spec bind(
  SmolNet.Socket.t(),
  SmolNet.Socket.sockaddr_in() | SmolNet.Socket.sockaddr_in6()
) ::
  :ok | {:error, atom()}


      


Binds a TCP or UDP socket to an endpoint of its family.
Port zero allocates from the bounded range 49152..50175. Ports are unique
within one protocol and address family, so TCP and UDP may share a numeric
port. Allocation failure is reported as :ephemeral_ports_exhausted.

  



  
    
      
    
    
      cancel(socket, select_info)



        
          
        

    

  


  

      

          @spec cancel(SmolNet.Socket.t(), :socket.select_info()) ::
  :ok | :already_sent | :not_found | {:error, :closed | :invalid_socket}


      


Cancels the exact pending nonblocking operation identified by select_info.

  



  
    
      
    
    
      close(socket)



        
          
        

    

  


  

      

          @spec close(SmolNet.Socket.t()) :: :ok | {:error, atom()}


      


Closes a socket and permanently invalidates its public handle.

  



  
    
      
    
    
      connect(socket, address)



        
          
        

    

  


  

      

          @spec connect(
  SmolNet.Socket.t(),
  SmolNet.Socket.sockaddr_in() | SmolNet.Socket.sockaddr_in6()
) ::
  :ok | {:error, atom()}


      


Connects a TCP or UDP socket, waiting indefinitely by default.

  



  
    
      
    
    
      connect(socket, address, timeout_or_nowait)



        
          
        

    

  


  

      

          @spec connect(
  SmolNet.Socket.t(),
  SmolNet.Socket.sockaddr_in() | SmolNet.Socket.sockaddr_in6(),
  :nowait | timeout()
) :: :ok | {:select, :socket.select_info()} | {:error, atom()}


      


Connects a TCP or UDP socket with a finite, infinite, or nonblocking timeout.
TCP :nowait returns a one-shot {:select, select_info} retry hint. Finite
and infinite waits run entirely in the caller and monitor the owning stack.
UDP connect stores a peer immediately; connected sends must use that peer and
received datagrams from other peers are discarded.

  



  
    
      
    
    
      getopt(socket, option)



        
          
        

    

  


  

      

          @spec getopt(SmolNet.Socket.t(), {:tcp, :nodelay} | {:socket, :keepalive}) ::
  {:ok, boolean()} | {:error, atom()}


      


Returns a TCP socket option set with setopt/3.
{:tcp, :nodelay} returns {:ok, true} when Nagle's algorithm is
disabled, and {:socket, :keepalive} when keep-alive is on; on a
listener, whether the children it accepts will have it so.

  



  
    
      
    
    
      grant_egress(stack, packets, bytes)



        
          
        

    

  


  

      

          @spec grant_egress(SmolNet.Stack.Ref.t(), non_neg_integer(), non_neg_integer()) ::
  :ok | {:error, :invalid_egress_credit | :egress_credit_disabled | :closed}


      


Grants a stack started with :egress_credit more egress.
Credit counts both packets and bytes, and grants add up. The stack hands the
link a packet only while the credit left covers it in both, and every batch
it sends uses credit up. When credit runs out the stack holds egress back
rather than dropping it: TCP data stays in the socket's send buffer and UDP
datagrams in the socket's transmit ring, so senders see the backpressure
they would see from a slow peer, and nothing is lost. A grant sends whatever
it releases straight away.
A link typically grants back what it has forwarded:
def handle_info({:smol_stack, :my_link, :egress, packets}, state) do
  Enum.each(packets, &transmit(state, &1))
  :ok = SmolNet.grant_egress(state.stack, length(packets), IO.iodata_length(packets))
  {:noreply, state}
end
A stack waiting for credit does no work until the next grant, so timers that
need to send, such as TCP retransmissions, also wait for it. Replies to
ingress may still queue inside the stack while it waits, up to its
:output_packets limit; once that queue is full, ingress waits for credit
too.
packets and bytes are non-negative integers, each at most 0xFFFF_FFFF.
Returns {:error, :egress_credit_disabled} for a stack started without
:egress_credit. stack_info/1 reports the credit left as
native.result.egress_credit.

  



  
    
      
    
    
      ingress(stack, packet)



        
          
        

    

  


  

      

          @spec ingress(SmolNet.Stack.Ref.t(), binary()) :: :ok | {:error, atom()}


          @spec ingress(SmolNet.Stack.Ref.t(), [binary()]) ::
  {:ok, non_neg_integer()} | {:error, atom()}


      


Hands raw IPv4 or IPv6 packets from the stack's link feeder to the stack.
Each stack has one serialized feeder. This call returns after the stack owner
validates and accepts the input, then native processing runs before the stack
accepts another message. A binary preserves the single-packet :ok result.
A list is admitted atomically and returns {:ok, packet_count}; an empty list
is a no-op. A batch exceeding :input_packets or :bytes_copied is rejected
with {:error, :batch_too_large}. The feeder must bound its own transport
input.

  



  
    
      
    
    
      listen(socket, backlog)



        
          
        

    

  


  

      

          @spec listen(SmolNet.Socket.t(), pos_integer()) :: :ok | {:error, atom()}


      


Turns a bound TCP socket into a reusable bounded listener.
Backlog must be in 1..128. The accepted-child queue is capped at that
value, while the native listening pool is capped at four sockets.

  



  
    
      
    
    
      monitor(stack)



        
          
        

    

  


  

      

          @spec monitor(SmolNet.Stack.Ref.t()) :: reference()


      


Monitors a stack from the calling process.
Returns an ordinary monitor reference. When the stack stops for any reason,
whether through stop_stack/1, a crash, or its own :link_down policy, the
caller receives {:DOWN, ref, :process, object, reason} once the complete
runtime bundle has terminated. Match on ref: object and reason describe
internal processes and are not part of the contract. A stack that has already
stopped produces the message immediately, as Process.monitor/1 does for a
dead process. Remove the monitor with Process.demonitor/2.
A link calls this so that it can exit when its stack stops, letting its
supervisor rebuild both:
monitor = SmolNet.monitor(stack)

receive do
  {:DOWN, ^monitor, :process, _object, _reason} -> exit(:stack_down)
end

  



  
    
      
    
    
      open(domain, type, protocol, options)



        
          
        

    

  


  

      

          @spec open(:inet6 | :inet, :stream | :dgram, :tcp | :udp, keyword()) ::
  {:ok, SmolNet.Socket.t()} | {:error, atom()}


      


Opens a bounded low-level TCP stream or UDP datagram socket on stack.
Family and kind are explicit and immutable. TCP and UDP support both IPv4
and IPv6. TCP accepts socket-style :rcvbuf and :sndbuf options from
1 KiB through 1 MiB; both default to 256 KiB and remain fixed after open.

  



  
    
      
    
    
      peername(socket)



        
          
        

    

  


  

      

          @spec peername(SmolNet.Socket.t()) ::
  {:ok, SmolNet.Socket.sockaddr_in() | SmolNet.Socket.sockaddr_in6()}
  | {:error, atom()}


      


Returns the peer endpoint for a connected TCP or UDP socket.

  



  
    
      
    
    
      recv(socket, length)



        
          
        

    

  


  

      

          @spec recv(SmolNet.Socket.t(), non_neg_integer()) ::
  {:ok, binary()} | {:error, atom() | {atom(), binary()}}


      


Receives TCP stream data, waiting indefinitely by default.

  



  
    
      
    
    
      recv(socket, length, timeout_or_nowait)



        
          
        

    

  


  

      

          @spec recv(SmolNet.Socket.t(), non_neg_integer(), :nowait | timeout()) ::
  {:ok, binary()}
  | {:select, :socket.select_info()}
  | {:select, {:socket.select_info(), binary()}}
  | {:error, atom() | {atom(), binary()}}


      


Receives TCP stream data with a finite, infinite, or nonblocking timeout.
Positive lengths are exact for synchronous calls unless peer EOF returns the
final shorter buffered value. Length zero returns one bounded currently
available chunk. Nonblocking partial exact reads return
{:select, {select_info, partial_binary}}.

  



  
    
      
    
    
      recvfrom(socket, length)



        
          
        

    

  


  

      

          @spec recvfrom(SmolNet.Socket.t(), non_neg_integer()) ::
  {:ok, SmolNet.Socket.datagram()} | {:error, atom()}


      


Receives one UDP datagram, waiting indefinitely by default.

  



  
    
      
    
    
      recvfrom(socket, length, timeout_or_nowait)



        
          
        

    

  


  

      

          @spec recvfrom(SmolNet.Socket.t(), non_neg_integer(), :nowait | timeout()) ::
  {:ok, SmolNet.Socket.datagram()}
  | {:select, :socket.select_info()}
  | {:error, atom()}


      


Receives one UDP datagram with a finite, infinite, or nonblocking timeout.
Length zero returns the complete datagram. A positive length truncates a
larger datagram, discards its remainder, and sets truncated: true. Source
and actual local-destination endpoints are always returned.

  



  
    
      
    
    
      send(socket, data)



        
          
        

    

  


  

      

          @spec send(SmolNet.Socket.t(), iodata()) ::
  :ok | {:error, atom() | {atom(), binary()}}


      


Sends a complete TCP byte stream, waiting indefinitely by default.

  



  
    
      
    
    
      send(socket, data, timeout_or_nowait)



        
          
        

    

  


  

      

          @spec send(SmolNet.Socket.t(), iodata(), :nowait | timeout()) ::
  :ok
  | {:select, {:socket.select_info(), binary()}}
  | {:error, atom() | {atom(), binary()}}


      


Sends TCP stream data with a finite, infinite, or nonblocking timeout.
The native stack copies at most one bounded chunk. A nonblocking partial
result is {:select, {select_info, unsent_binary}}; the caller retains and
retries that remainder. A timed synchronous send that made progress returns
{:error, {:timeout, unsent_binary}}.

  



  
    
      
    
    
      sendto(socket, data, address)



        
          
        

    

  


  

      

          @spec sendto(
  SmolNet.Socket.t(),
  iodata(),
  SmolNet.Socket.sockaddr_in() | SmolNet.Socket.sockaddr_in6()
) ::
  :ok | {:error, atom()}


      


Sends one complete UDP datagram, waiting indefinitely by default.

  



  
    
      
    
    
      sendto(socket, data, address, timeout_or_nowait)



        
          
        

    

  


  

      

          @spec sendto(
  SmolNet.Socket.t(),
  iodata(),
  SmolNet.Socket.sockaddr_in() | SmolNet.Socket.sockaddr_in6(),
  :nowait | timeout()
) :: :ok | {:select, :socket.select_info()} | {:error, atom()}


      


Sends one complete UDP datagram with a finite, infinite, or nonblocking timeout.
The datagram is either accepted in full or not accepted. :nowait returns a
write-direction select hint when the bounded native transmit ring is full.

  



  
    
      
    
    
      setopt(socket, option, value)



        
          
        

    

  


  

      

          @spec setopt(SmolNet.Socket.t(), {:tcp, :nodelay} | {:socket, :keepalive}, boolean()) ::
  :ok | {:error, atom()}


      


Sets a socket option on a TCP socket.
The options are, as in :socket.setopt/3:
	{:tcp, :nodelay}: true disables Nagle's algorithm, so a small
write is sent while an earlier one is still unacknowledged, and
false, the default, enables it again. Disabling it sends a segment
it was holding back at once.
	{:socket, :keepalive}: true sends keep-alive probes on a
connection that has received nothing for 2 hours, one every 75 s, and
fails it with :connection_timeout once 9 have gone unanswered, as
Linux does by default; false, the default, sends none. The timing is
fixed.

Set them before connecting, or at any time after. On a listener they apply
to the children accept/2 returns from then on, which each take the
listener's settings as they are returned; changing one on a child
afterwards does not affect the listener.
A UDP socket returns {:error, :invalid_socket_state}, and any other
option or value {:error, :invalid_options}.

  



  
    
      
    
    
      shutdown(socket, how)



        
          
        

    

  


  

      

          @spec shutdown(SmolNet.Socket.t(), :read | :write | :read_write) ::
  :ok | {:error, atom()}


      


Shuts down the read half, write half, or both halves of a TCP socket.
Write shutdown drives a FIN and rejects later sends while preserving allowed
reads. Read shutdown rejects later receives.

  



  
    
      
    
    
      sockname(socket)



        
          
        

    

  


  

      

          @spec sockname(SmolNet.Socket.t()) ::
  {:ok, SmolNet.Socket.sockaddr_in() | SmolNet.Socket.sockaddr_in6()}
  | {:error, atom()}


      


Returns the bound endpoint for a TCP or UDP socket.

  



  
    
      
    
    
      stack_info(stack)



        
          
        

    

  


  

      

          @spec stack_info(SmolNet.Stack.Ref.t()) :: {:ok, map()} | {:error, :closed}


      


Returns ingress, link, timer, and native stack metrics.

  



    

  
    
      
    
    
      start_stack(options \\ [])



        
          
        

    

  


  

      

          @spec start_stack(keyword()) :: {:ok, SmolNet.Stack.Ref.t()} | {:error, term()}


      


Starts a raw-IP network stack.
The returned reference is opaque and owns the complete temporary runtime
bundle. Configure packet output with egress: {pid, link_ref}. Each bounded
native output batch is delivered as
{:smol_stack, link_ref, :egress, [packet, ...]}.
IPv4 addresses use {{a, b, c, d}, prefix_length} and IPv6 addresses use
{{s1, s2, s3, s4, s5, s6, s7, s8}, prefix_length}. Routes use
{destination, prefix_length, gateway}; destination and gateway must have
the same family. One stack may contain both families.
Native work limits can be reduced with the :limits option. It accepts a map
containing any of :bytes_copied, :input_packets, :output_packets,
:ready_events, and :maintenance_work; unspecified values retain their
safe defaults. :input_packets defaults to one and may be raised to 32 for
bounded batched ingress. :bytes_copied bounds, separately, the bytes one
native call copies for its operation (a send, a receive, or an ingress
batch) and the bytes of the packets it hands the link, so a send of the
whole limit still emits its first segments in the same call.
:sockets in the same map is the most sockets the stack holds at once. It
defaults to 64 and may be raised to 512. It counts native backing sockets:
one per TCP or UDP socket, one per member of a TCP listener's accept pool
(up to 4), and one per configured address for a UDP socket bound to a
wildcard address. A TCP socket that closes first keeps its slot until
TIME-WAIT ends, about 10 s after the close, so a stack whose sockets close
first sustains about sockets / 10 new connections per second. An open
beyond the limit returns {:error, :system_limit}. Each slot holds its
buffers from open until the slot is freed: a TCP socket's receive and send
buffers (256 KiB each by default, up to 1 MiB each) and 32 KiB for a UDP
socket. At the default buffer sizes, 64 TCP sockets hold about 32 MiB.
Whatever the limit, a stack's socket buffers total at most 128 MiB, what
64 TCP sockets with the largest buffers hold; an open that would pass that
also returns {:error, :system_limit}. So at the default sizes a stack
holds at most 256 TCP sockets, and 512 need buffers averaging at most
128 KiB each way. stack_info/1 reports the
slots in use as native.result.native_socket_count, the limit as
native.result.native_socket_capacity, the closed TCP sockets still
holding one as native.result.closing_tcp_socket_count, and buffer bytes
against their cap as native.result.socket_buffer_bytes and
native.result.socket_buffer_capacity.
:egress_credit limits how much egress the link must accept. It defaults to
:infinity, which sends every batch as soon as it is ready. A
{packets, bytes} tuple of non-negative integers, each at most
0xFFFF_FFFF, is the credit the stack starts with; see grant_egress/3.
An invalid value is rejected with :invalid_egress_credit.
SmolNet.Loopback.start_link/1 starts a stack whose egress is a link back
into itself, returns both references, and needs no external transport.

  



  
    
      
    
    
      stop_stack(stack)



        
          
        

    

  


  

      

          @spec stop_stack(SmolNet.Stack.Ref.t()) :: :ok | {:error, :closed}


      


Stops a stack and its complete runtime bundle.

  


        

      


  

    
SmolNet.Inet.Tcp 
    



      
IPv4 callback module for Erlang :gen_tcp and :inet.
Socket operations are implemented by SmolNet.Inet6.Tcp; this module
supplies OTP's IPv4 address-resolution callbacks and selects :inet during
connection and listener setup.

      


      
        Summary


  
    Functions
  


    
      
        accept(socket)

      


        See SmolNet.Inet6.Tcp.accept/1.



    


    
      
        accept(socket, timeout)

      


        See SmolNet.Inet6.Tcp.accept/2.



    


    
      
        cancel_monitor(ref)

      


        See SmolNet.Inet6.Tcp.cancel_monitor/1.



    


    
      
        close(socket)

      


        See SmolNet.Inet6.Tcp.close/1.



    


    
      
        connect(address, port, options)

      


    


    
      
        connect(address, port, options, timeout)

      


    


    
      
        controlling_process(socket, owner)

      


        See SmolNet.Inet6.Tcp.controlling_process/2.



    


    
      
        family()

      


    


    
      
        fdopen(fd, options)

      


        See SmolNet.Inet6.Tcp.fdopen/2.
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        getaddr(address, timer)

      


    


    
      
        getaddrs(address)

      


    


    
      
        getaddrs(address, timer)

      


    


    
      
        getopts(socket, names)

      


        See SmolNet.Inet6.Tcp.getopts/2.



    


    
      
        getserv(port)

      


    


    
      
        getstat(socket, names)

      


        See SmolNet.Inet6.Tcp.getstat/2.



    


    
      
        info(socket)

      


        See SmolNet.Inet6.Tcp.info/1.



    


    
      
        listen(port, options)

      


    


    
      
        mask(mask, address)

      


    


    
      
        monitor(socket)

      


        See SmolNet.Inet6.Tcp.monitor/1.



    


    
      
        parse_address(address)

      


    


    
      
        peername(socket)

      


        See SmolNet.Inet6.Tcp.peername/1.



    


    
      
        port(socket)

      


        See SmolNet.Inet6.Tcp.port/1.



    


    
      
        recv(socket, length)

      


        See SmolNet.Inet6.Tcp.recv/2.



    


    
      
        recv(socket, length, timeout)

      


        See SmolNet.Inet6.Tcp.recv/3.



    


    
      
        send(socket, packet)

      


        See SmolNet.Inet6.Tcp.send/2.



    


    
      
        send(socket, packet, options)

      


        See SmolNet.Inet6.Tcp.send/3.



    


    
      
        setopts(socket, options)

      


        See SmolNet.Inet6.Tcp.setopts/2.



    


    
      
        shutdown(socket, how)

      


        See SmolNet.Inet6.Tcp.shutdown/2.



    


    
      
        socket_to_list(socket)

      


        See SmolNet.Inet6.Tcp.socket_to_list/1.



    


    
      
        sockname(socket)

      


        See SmolNet.Inet6.Tcp.sockname/1.



    


    
      
        translate_ip(address)

      


    


    
      
        unrecv(socket, data)

      


        See SmolNet.Inet6.Tcp.unrecv/2.
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See SmolNet.Inet6.Tcp.accept/1.

  



  
    
      
    
    
      accept(socket, timeout)



        
          
        

    

  


  

See SmolNet.Inet6.Tcp.accept/2.
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See SmolNet.Inet6.Tcp.cancel_monitor/1.

  



  
    
      
    
    
      close(socket)



        
          
        

    

  


  

See SmolNet.Inet6.Tcp.close/1.
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      connect(address, port, options, timeout)
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See SmolNet.Inet6.Tcp.controlling_process/2.
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          @spec family() :: :inet
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See SmolNet.Inet6.Tcp.fdopen/2.
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See SmolNet.Inet6.Tcp.getopts/2.

  



  
    
      
    
    
      getserv(port)
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See SmolNet.Inet6.Tcp.getstat/2.
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See SmolNet.Inet6.Tcp.info/1.
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See SmolNet.Inet6.Tcp.monitor/1.
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See SmolNet.Inet6.Tcp.peername/1.
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See SmolNet.Inet6.Tcp.port/1.
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See SmolNet.Inet6.Tcp.recv/2.
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See SmolNet.Inet6.Tcp.recv/3.
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See SmolNet.Inet6.Tcp.send/2.
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See SmolNet.Inet6.Tcp.send/3.
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See SmolNet.Inet6.Tcp.setopts/2.
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See SmolNet.Inet6.Tcp.shutdown/2.

  



  
    
      
    
    
      socket_to_list(socket)



        
          
        

    

  


  

See SmolNet.Inet6.Tcp.socket_to_list/1.
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See SmolNet.Inet6.Tcp.sockname/1.
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See SmolNet.Inet6.Tcp.unrecv/2.

  


        

      


  

    
SmolNet.Inet.Udp 
    



      
IPv4 callback module for Erlang :gen_udp and :inet.
Socket operations are implemented by SmolNet.Inet6.Udp; this module
supplies OTP's IPv4 address-resolution callbacks and selects :inet when a
socket is opened.

      


      
        Summary


  
    Functions
  


    
      
        close(socket)

      


        See SmolNet.Inet6.Udp.close/1.



    


    
      
        connect(socket, sockaddr)

      


        See SmolNet.Inet6.Udp.connect/2.



    


    
      
        connect(socket, address, port)

      


        See SmolNet.Inet6.Udp.connect/3.



    


    
      
        controlling_process(socket, owner)

      


        See SmolNet.Inet6.Udp.controlling_process/2.
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        fdopen(fd, options)

      


        See SmolNet.Inet6.Udp.fdopen/2.
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        getopts(socket, names)

      


        See SmolNet.Inet6.Udp.getopts/2.
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        getstat(socket, names)

      


        See SmolNet.Inet6.Udp.getstat/2.



    


    
      
        info(socket)

      


        See SmolNet.Inet6.Udp.info/1.
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        peername(socket)

      


        See SmolNet.Inet6.Udp.peername/1.



    


    
      
        recv(socket, length)

      


        See SmolNet.Inet6.Udp.recv/2.



    


    
      
        recv(socket, length, timeout)

      


        See SmolNet.Inet6.Udp.recv/3.



    


    
      
        send(socket, packet)

      


        See SmolNet.Inet6.Udp.send/2.



    


    
      
        send(socket, destination, packet)

      


        See SmolNet.Inet6.Udp.send/3.



    


    
      
        send(socket, destination, ancillary, packet)

      


        See SmolNet.Inet6.Udp.send/4.



    


    
      
        send(socket, address, port, ancillary, packet)

      


        See SmolNet.Inet6.Udp.send/5.



    


    
      
        setopts(socket, options)

      


        See SmolNet.Inet6.Udp.setopts/2.



    


    
      
        socket_to_list(socket)

      


        See SmolNet.Inet6.Udp.socket_to_list/1.
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        See SmolNet.Inet6.Udp.sockname/1.
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See SmolNet.Inet6.Udp.connect/2.
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See SmolNet.Inet6.Udp.connect/3.
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See SmolNet.Inet6.Udp.controlling_process/2.
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See SmolNet.Inet6.Udp.fdopen/2.
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See SmolNet.Inet6.Udp.getopts/2.
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See SmolNet.Inet6.Udp.getstat/2.
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See SmolNet.Inet6.Udp.info/1.
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See SmolNet.Inet6.Udp.peername/1.
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See SmolNet.Inet6.Udp.recv/2.

  



  
    
      
    
    
      recv(socket, length, timeout)



        
          
        

    

  


  

See SmolNet.Inet6.Udp.recv/3.
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See SmolNet.Inet6.Udp.send/2.
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See SmolNet.Inet6.Udp.send/3.
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See SmolNet.Inet6.Udp.send/4.
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See SmolNet.Inet6.Udp.send/5.
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See SmolNet.Inet6.Udp.setopts/2.
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See SmolNet.Inet6.Udp.socket_to_list/1.
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See SmolNet.Inet6.Udp.sockname/1.
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SmolNet.Inet6.Tcp 
    



      
IPv6 TCP callback and shared adapter for Erlang :gen_tcp and :inet.
Select this callback with the :tcp_module option and pass the target stack
with the :smolnet_stack option. Each returned OTP socket is backed by one
temporary :gen_statem child of that stack's inet supervisor.
This module is the IPv6 callback and shared socket implementation. Use
SmolNet.Inet.Tcp as the callback for IPv4. File descriptors and
packet modes other than raw, line, 1, 2, and 4 fail explicitly.
Either module can also be :ssl's transport, as its cb_info:
{SmolNet.Inet6.Tcp, :tcp, :tcp_closed, :tcp_error}, or SmolNet.Inet.Tcp
for IPv4, with :smolnet_stack among the socket options. See the
:gen_tcp guide.
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Cancels a monitor that the calling process started with monitor/1;
:inet.cancel_monitor/1 calls this for a SmolNet socket's monitor.
Returns true if the monitor was removed, in which case no DOWN message
for it arrives, or false if it was not found, typically because it has
already triggered and its DOWN message is in the caller's mailbox.
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          @spec monitor(socket_term()) :: reference()


      


Starts a monitor of socket for the calling process; :inet.monitor/1
calls this for a SmolNet socket.
When the socket closes, the caller gets
{:DOWN, ref, :socket, socket, :closed}, as for an OTP socket-backed
:gen_tcp socket, or {:DOWN, ref, :socket, socket, :nosock} at once if
socket was already closed. Any process may monitor a socket, and each
call creates a separate monitor. See cancel_monitor/1.
A SmolNet socket closes when close/1 is called, when its owner exits,
when a send timeout closes it (send_timeout_close), on a connection
error, or when its stack stops. A peer's FIN alone does not close it,
since the socket can still send.
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Returns the local port of socket, as :inet.port/1 does.
:ssl calls this on a transport given through cb_info.
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SmolNet.Inet6.Udp 
    



      
IPv6 UDP callback and shared adapter for Erlang :gen_udp and :inet.
Select this callback with {:udp_module, SmolNet.Inet6.Udp} and pass
the target stack with {:smolnet_stack, stack}. Each returned OTP socket is
backed by one temporary :gen_statem child of the stack's inet supervisor.
SmolNet.Inet6.Udp is the IPv6 callback. The IPv4 callback
SmolNet.Inet.Udp selects the other address family and delegates its
socket operations here, so both families have identical bounded behaviour.
Datagram boundaries are preserved. Ancillary data, multicast, and file
descriptors are intentionally unsupported.
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SmolNet.Loopback 
    



      
A link process that feeds a stack's outbound packets back into itself.
SmolNet stacks are transport-neutral: a stack emits complete IPv4 or IPv6
packets to a link process, which carries them to wherever the other end of
the wire is. A loopback link is the degenerate case of that contract, where
the other end of the wire is the same stack. It lets one stack reach its own
addresses with no peer, no external transport, and no privileges, which makes
it the simplest way to exercise the library in an example, a doctest, or a
test case.
{:ok, link, stack} =
  SmolNet.Loopback.start_link(
    addresses: [{{0, 0, 0, 0, 0, 0, 0, 1}, 128}, {{127, 0, 0, 1}, 8}]
  )
The link owns the stack it loops. start_link/1 accepts the same options as
SmolNet.start_stack/1 apart from :egress, which the link supplies, and
returns once the stack is running. Stopping the link stops the stack through
the stack's own :link_down policy. The link watches its stack with
SmolNet.monitor/1, so stopping the stack with SmolNet.stop_stack/1, or a
stack crash, stops the link.
Because the loop is an ordinary link process, packets re-enter through the
public SmolNet.ingress/2 and are validated exactly like packets arriving
from a real transport. A packet the stack refuses, which in practice means a
packet offered while the stack is already busy with another feeder, is
dropped as a real link would drop it.
Given :egress_credit, the link grants back each batch once it has fed it
in, as a link with a bounded queue would; see SmolNet.grant_egress/3.
Reaching a loopback address
A loopback link carries packets; it does not invent addresses. A stack
answers on the addresses it was configured with, so give it whichever
addresses the example needs. Conventional localhost addresses work, and so
does any other address the stack holds:
{:ok, _link, stack} =
  SmolNet.Loopback.start_link(addresses: [{{192, 0, 2, 1}, 24}])

{:ok, listener} = SmolNet.open(:inet, :stream, :tcp, stack: stack)
:ok = SmolNet.bind(listener, %{family: :inet, addr: {192, 0, 2, 1}, port: 8080})
:ok = SmolNet.listen(listener, 1)
A connection to 192.0.2.1:8080 on that stack now completes against its own
listener.
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See Supervisor.
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          @spec stack(GenServer.server()) :: SmolNet.Stack.Ref.t()


      


Returns the stack for an already-running loopback link.

  



  
    
      
    
    
      start_link(options)



        
          
        

    

  


  

      

          @spec start_link(keyword()) ::
  {:ok, pid(), SmolNet.Stack.Ref.t()} | :ignore | {:error, term()}


      


Starts a loopback link and the stack it loops.
Options are the SmolNet.start_stack/1 options, plus an optional :name for
the link process itself. Supplying :egress is an error, because the link is
the stack's egress. Returns the link process and the stack reference as
{:ok, link, stack}.

  


        

      


  

    
SmolNet.Socket 
    



      
A stable, lightweight identity for a socket owned by a SmolNet stack.
Socket values are not processes. Operations are serialized by the stack
process identified in the :stack field. The native socket ID and generation
together prevent delayed readiness from addressing a later socket.
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        t()
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        cancel(socket, select_info)

      


        Cancels the exact pending operation described by select_info.
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          @type datagram() :: %{
  source: sockaddr_in() | sockaddr_in6(),
  destination: sockaddr_in() | sockaddr_in6(),
  data: binary(),
  truncated: boolean()
}
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          @type ipv4_address() :: {0..255, 0..255, 0..255, 0..255}
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          @type ipv6_address() ::
  {0..65535, 0..65535, 0..65535, 0..65535, 0..65535, 0..65535, 0..65535,
   0..65535}


      



  



  
    
      
    
    
      sockaddr_in6()



        
          
        

    

  


  

      

          @type sockaddr_in6() :: %{
  :family => :inet6,
  :addr => ipv6_address(),
  :port => 0..65535,
  optional(:flowinfo) => 0,
  optional(:scope_id) => 0..4_294_967_295
}
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          @type sockaddr_in() :: %{family: :inet, addr: ipv4_address(), port: 0..65535}
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          @type t() :: %SmolNet.Socket{
  family: :inet | :inet6,
  generation: pos_integer(),
  id: pos_integer(),
  kind: :stream | :datagram,
  stack: pid()
}
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          @spec cancel(t(), :socket.select_info()) ::
  :ok | :already_sent | :not_found | {:error, :closed | :invalid_socket}


      


Cancels the exact pending operation described by select_info.
Returns :ok when the waiter was removed, :already_sent when its one-shot
readiness notification won the race, or :not_found when the reference does
not identify the pending operation.

  


        

      


  

    
SmolNet.Stack.Ref 
    



      
Opaque reference to a running SmolNet stack bundle.
The reference deliberately hides the processes which implement the bundle.
Use the functions on SmolNet rather than depending on its fields.
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